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COMMUNICATION NETWORK
RELIABILITY AND AVAILABILITY
ESTIMATION BY THE
SIMULATION METHOD

Pokomi J. Slavko, Information Techndogy School, Belgrade,

Ostgji¢ D. Dusan, Brki¢ M. Dragoljub, Armed Forces of Serbia,
Technical Testing Center, Belgrade

FIELD: Telecommunications

Summary.

The paper gives an estimation of twoterminal availability for a co-
mplex commurication nefwork (up to 50 nodes and 150 links) by a softw-
are package developed by the authors and based on the Monte Carlo 5-
imulation method and Weibull distribution. Reliability can be estimated as
well. The software package is writter in VISUAL BASIC 6.0 programing la-
nguage on an MS! laptop with the Windows XP Professional operating
system. The program exectuition time with over 500000 iterations is a few
seconds (without graphical display). The Weibuil distribution function,
used for availability estimation, can be applied for electronic, electromech-
arical and mechanical componerits as well as with different failure rates.

Key words: Monte Carlo method, relfiability, availability, simuilation,
communication network.

Introduction

ommunication networks are an essential part of cumrent informa-

tion and communication technology in civilian and military appli-
cations. In most applications, it is of great importance for connections
between the communicating parties to remain without failure. Therefore,
the reliability and availability of these networks are of great importance.

@ slavko. pokomi@its. edu rs
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We have modeled a real network composed of communication cen-
tres (nodes) and links between them. We assume that a network fails if a
communication center fails and/or a communication link fails in such a
way that there is no communication between two nodes.

This dpaper gives an overview of the results of the application of the
developed software package for reliability and two-terminal availability
(availability between any two nodes) calculation [1] of a complex commu-
hication network, based on the Monte Carlo simulation method.

Papers [2] and [3] discuss the verification of the accuracy of the re-
sults of the software simulation package for the availability calculation
and for obtaining a compulsory level of availability, using relatively simple
examples of communication networks with elements connected in a ring,
for which determining the analytical formulation is possible. The influence
of the changing duration of the active node repair has also been presen-
ted for specific examples. The results obtained by the software package
and the analytical method for the same examples showed a high level of
agreement. The results of the former research have thus been confirmed
and recommended for further research on development of a mathemati-
cal-physical model and an adequate software package that supports the
applied model for determining the availability of a complex communica-
tion network.

The results of applying this developed software package in calcula-
ting the availability of a complex communication network [4, 5], based on
failure data and repair rates of hardware elements (nodes and links) of
the network are presented in this paper.

Today communication networks involve software, but software failures
and external interferences have not been included in the analyses.

Why the simulation method

There are a number of methods for reliability and calculation, but few
of them can be applied if the network is complex, especially if network
components are repairable, which is usually the case. They are based on
counting the states in which a system is operational, and adding subse-
guently the probabilities for a given system to be in these states. The
number of operational states can be high. For example, in the case of a
10-component network (nodes and links) where every component can be
in two states (operational one and failure), the network can be in 1024
states. If each component can be in three states (operational and failure),
the network can be in 59049 states. Considering the great number of no-
des and links which create an extremely high number of system states, it
is difficult, almost impossible, to determine the analytical solution for the
reliability and availability of such complex communication networks. To
determine availability of repairable systems, Markov models are usually
used, which requires solving differential equations [6, 7]. This is the rea-
son why the method of simulation can be a solution for this problem.

<D



In practice, reliability of system parts (nodes, and links in the case of a
communication system) can only be estimated (through experiments or hi-
storical statistics) and hence not exact. The so-called exact network reliabi-
lity calculated by exact methods is, therefore, estimates at its best. This is
the reason why the word estimation is used, and, therefore, the simulation
methods which in reality result in estimations are justified and desirable.

One general simulation method which can be applied in different areas
is the Monte Carlo simulation method, chosen here to solve the problem of
estimation of reliability and availability of complex communication networks.

The software package for reliability and availability estimation is de-
veloped by the authors from the Technical and Test Center. Before the
application of the package to complex communication networks, it was
checked on more simple networks and it proved to give the results very
close to the results obtained by exact equations [2, 3].

Definitions of reliability and availabiliy

Reliability is expressed as a probability of success over a given dura-
tion of time, cycles, etc. For example, the reliability of a communication
network might be stated as 95% probability of no failure over a 1000-hour
operating period while giving a certain level of service. Reliability is concer-
ned with the probability and frequency of failures. A commonly used mea-
sure of reliability for repairable systems is the mean time between failures
(MTBF). The equivalent measure for non-repairable items is mean time to
failure (MTTF). Usualy, it is assumed that for elements of the system expo-
nential distribution of failures can be applied, but it is applicable only for so-
me electronic systems, and not for all electronic systems.

Availability is defined as the percentage of time when a system is avai-
lable to perform its required function(s). It is measured in a variety of ways,
but it is principally a function of downtime (time when the system is not ope-
rational). Availability can be used to describe a component or a system but it
is most useful when describing the nature of a system of components wor-
king together. Availability is most often written as a decimal, as in 0.99999,
as a percentage, as in 99.999%, or equivalently spoken, “five nines®, which
is very often stated availability for communication networks.

The Example of a Communication Network

A communication network, Fig. 1, that consists of eight nodes has been
taken as an example. There are parallel connections between nodes 1-2
and 7-8 (redundant links), but the most of the nodes are connected by one
link. The function of availability A(t) [4] is defined as probability of the system

<D
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being available to perform the given function at the time t, which implies the
possibility of a quick repair or, in other words, a strong logistic support (avai-
lable tools, equipment, spare parts and trained staff).

The availability that refers to repairable systems, for a network ele-
ment, is given by:

A(I): # + A o Ural (1)
A+u A+ u

where:
A —failure rate of the network element,

1
MTTR )

2 Mg
Migs

Mlas Mg

Mlag >;\ Mg 8
_/

L — repair rate (# =

Mg Mz M1 Ly

4 Mgz

Figure 1— Communication network

The Input Data

The basic data for the calculation of the availability of a complex
communication network are reliability and maintainability data. Reliability
data is the mean time between failures (MTBF) for the nodes and links.

1
MTBF = 7 if exponential distribution of the time to failure can be applied.

<



In the example, Fig. 1, the assumed network consists of electronic elements
for which exponential distribution is adequate.

The mean time between failures of the elements has been used as in-
put data because equipment manufacturers are obliged to provide them on
demand. These data can be obtained in other ways; such as using standar-
dized reliability handbooks, e.g. the military handbook MIL — HDBK - 217 F.

The mean time between failures (MTBF) of the nodes for the net-
work in Fig. 1 are presented in Table 1, and the mean time between failu-
res of the links is presented in Table 2.

A software package for the application of the Monte Carlo method,
and the basics of its performance are presented in [2] and [3].

The failure rate for the electronic elements is assumed to be constant
with time. This implies an exponential distribution which is a special case of
Weibull distributions (when the form parameter equals 1). The mechanical
and electromechanical elements have increasing functions of intensity of failu-
res during exploitation. Their times between failures have the Weibull distribu-
tion with the parameter form >1. In the example in Fig. 1, since it represents a
hetwork made of electronic elements, the form parameter equals 1.

The rest of the input data are:

1. the mean time to repair (MTTR) of the nodes is § hours,

2. the mean time to repair (MTTR) for the links is 3 hours,

3. the reviewed time of the working network in which the wanted
availability is To= 100 hours,

4. the number of iterations N =103.

For determining the two-terminal availability between the nodes 1-8,
Fig. 1, the starting node 1 and the ending node 8 are defined by softwa-
re. It is possible to define, show graphically, and calculate all the possible
combinations of the two-terminal availability between any two nodes of
the communication network in the same way.

Table 1
Values mifor £th node of the network

Mean time between failures for the nodes, in hours
3011
2958
3147
3084
3204
2890
2905
3137

|~ B = -
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Table 2
Values my;for the link between the i-th and the j-th node of the network

Mean time between failures for the links, in hours

2983 (2983)
4018
3798

4205

3815

4327

4029
3512

3745

4623

3948

[+ I s « I I o T It T I o 4 I I+ I I R B - O I O T Bl

~N [ ® (| AW W W NN

2731 (2731)

The Results of the Availability Calculation

After performing, in our case, N=103 tests of application of the Mon-
te Carlo simulation method by the software package, for the network in
Fig. 1, the results of the estimated spot and interval availability of the
communication network have been reached and shown in Fig. 2.

For the assumed input data, in this example, the two-terminal availa-
bility between the nodes 1-8 of the communication network in Fig. 1, is:

M
A= N 0,9708, or A=97 %

Considering the adopted assumptions, the value of availability,
which is obtained in the process of simulation, represents the probability
that the configuration of the hardware, representing the paths between
hodes 1 and 8, will be available at any given time. Considering the fact
that the availability is valid for specific working and environmental conditi-
ons, it is here implied that the valid conditions are the ones for which the

input data are given.
€




+ GRAPHIC OF FUNCTIONING OF THE COMMUNICATION NET

PAUSEDURATION DETERMINATION AVAILABILITY OF THE COMMUNICATION NET Dive: l—
Pause= 1 5

Standard elements connections * Availability evaluation " Availability growth
o | | -
Progamstart | Availability calculation
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: searshing bonds
Figure 2 — Availability results of the network between the nodes 1-8

The developed software package provides a simple way for the eva-
luation (estimation) of reliability and the two-terminal availability between
any two nodes of a complex communication network, for which it is diffi-
cult, almost impossible, to determine the analytical relation of reliability
and availability. Since the simulation model in the software package is
based on the Weibull distribution, this simulation method is widely appli-
cable, because it enables the use of this software for calculation (estima-
tion) of the availability of a complex communication network made of
electronic components (as communication nodes), and electromechani-
cal or mechanical components (as communication links). By this softwa-
re, it is possible to define, show graphically, and estimate reliability, to
alocate reliability, and to estimate all the possible combinations of the
two-terminal availability between any two nodes of a communication net-
work (up to 50 nodes and 150 links).

&
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PROCENA POUZDANOSTI | RASPOLOZIVOSTI KOMUNIKACIONE
MREZE METODOM SIMULACIJE

OBLAST: telekomunikacije

Sazetak:

U ovom radu dat je postupak procene dvoferminaine raspolozZivosti
sloZzene komunikacione mreZe raéunarskom simulacijom na osnovu Mon-
te Carlo metode i Vejbiilove raspodele pomodi softverskog paketa, koji su
razvili autori za mreze do 50 évorova i 150 linkova. Moguida je i procena
pouzdanosti. Softver je napisan u programskom jeziku VISUAL BASIC
6.0, a simulacija sprovedena na laptop MSI raéunaru pod operativhim si-
stemom Windows XP Professional. \Vreme simiiacije za 500.000 fteracija
Je nekoliko sekundi (ne radunajuci vreme za graficki prikaz). Vejbulova
raspodela za procent pouzdanosti je pogodna jer je primenijiva | za elek-
tronske i mehanicke komponente, uz razliéite intenzitete otkaza.

Kljuéne reéi: Monte Carlo metod, pouzdanost, raspoloZivost, simulaci-
Ja, komunikaciona mreza.

Datum prijema &lanka: 13. 04. 2011.
Datum dostavijanja ispravki rukopisa: 02. 06. 2011.
Datum konaénog prihvatanja élanka za objavijivanje: 04. 06. 2011.
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MEXAHU3MbI N MPOTOKOIJIbl 3AWNTHI
NMHPOPMALIMA B KOMIMBIKOTEPHBIX
CETAX W CUCTEMAX

EBceeB Cepeeii [1eTpoBuvy,

Hopoxos Anexcandp Bacunbesuy,

Koponb Osbaa [pUropbeBHa,

XapbKoBCKUA HaLWMOHanbHbIA 3KOHOMUYECKUIA
YHUBepCUTET, Kadieapa UHPOP MaLMOHHbIX CUCTEM,
XapbKoB, YKpauHa

OBNACT: KomnbloTepHble Hayku, Kpuntorpacus

Kpamxoe codepxaHue:

Heeriedyromes npomokanbl 3alllimbl uHopMaULIL e Komibiomep-
HbiX cemax u cucmemax. Knaccughuuupyromes OCHO8HbIE Mufibl Yepo3
HapyWeHLS 3aWUIMmbl, 803HUKaOWUE ApU LICAIQMb308aHLIL KOMbIomep-
Hbix cemeil. PaccMampueaiomcs OCHOGHDIE MEXaHUBMbI, YerTyau u eapur-
aHmbi peanusayuu Kpurmmocucmem Ang obecrieveHus aymeHmugbLKa-
UL, yanocmHocmu U KoHgpudeHLianbHocmu nepedaeaemoll uHgbopma-
uur. Onucbisaromes Ux npeumyluecmea u Hedocmamku. Onpedensiom-
CA U aHanu3uUPYromes MEpCeKITUBHDIE HanpaeneHLUs paseLimus KpLii-
moepachiideckux npeobpazoeaniiil dna obecrieveHus salwiumbi LHGoOpP-
Ma ULl @ KOMITbFOITIePHDIX CeImax U cucmemMax.

KnioueBble cnoBa: sawjuima UHGOpMaULU, Kplumoapaghuyeckue
npeocbpazosaHus, KoHpLOsHUaTbHOCMb, aymeHmiuidhbuKkalils, yenocm-
Hocmb JaHHbIX, ansopLimmbi WighpogaHLS.

BeegeHune

03faHNe COBPEMEHHbIX BOEHHbIX KOMMbIOTEPHBIX CUCTEM, Nog-
BneHune rnobanbHbiX WHQOPMaLMOHHO-TENEKOMMYHUKALIMOHHBLIX
ceTel pagukanbHO U3MEHWUNO XapaKkTep n gnanasoH npobnem 3aLyTbl nH-
copmaymn. MeToabl 3aLiuTbl MHQOPMaLUM AUHAMWUYECKM pa3BUBalOTCA,
YCNOXHATCE 1 NOCTENEHHO OQOPMNAOTCH B OTAEMNbHYIO OTpacnb WH-
dop MaLUOHHO-KOMMyHUKaLMOHHbIX TexHoNorui [ 1-5].
Ang 3awmTbl MHGOpMaLMn ¢ orpaHUYeHHbIM LOCTYNOM NPUMEHSIOTCS
pasnuyHble Kpuntorpaduyeckne cpeacrsa [3-6]. Llenbio ctaTbu aBnaerca
ncenejoBaHWe NpoTOKONOB U MEXAHW3MOB 3alLMThl MHPOPpMaLUM B KOM-

<1_5_> aleks.dorokhov@meta.ua
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NbIOTEPHBIX CUCTEMaX WM CeTAX, aHanu3 NepCrneKkTMBHbLIX HarnpasBneHui
pasBMTUSA KpunTorpacmyecknx npeobpasoBaHuii Ans obecneyeHns KOH-
cpuaEHLMaNbHOCTH, ayTeHTUMKALMKM M LIENOCTHOCTH MHChOpMaLmn.

[pobremMbl N MeXaHU3Mbl 3aLMTbl KOMMbIOTE PHBIX
ceTeW OT yrpos3 u nocrneicTemn
HeCcaHKUMOHNpOBaHHOTO AocTyna

Bonpoch! 3awmTbl KOMMBIOTEPHbBIX CUCTEM N KOMMYHVKALMOHHbIX Ce-
Tel OT HecaHKUMOHMPOBAHHOTO AOCTYNa B nocnegHee spems npnobpenu
ocobylo ocTpoTy. PasBUTUE KOMMNbIOTEPHbIX TEXHOMOMMA no3BonAeT
CTPOWUTb CeTU pacnpeieneHHOW apxnTekTypbl, o6beauHaAloLwme bonbLuoe
KONWYECTBO CEIMEHTOB, PacronOXEHHbIX Ha 3Ha4YUTENMbHOM yaaneHun
Apyr oT agpyra. Bce aT0 BbI3blBAET YBENUUYEHNE YNCNA Y3MOB CETER N KO-
nuYecTBa pasnuyHbIX NUHWUA CBA3M MEXAY HUMW, YTO, B CBOIO OYepesp,
MOBbILLAET PUCK HECAHKUMOHUPOBAHHOIO NMOAKIIOYEHN] K CETK 1 A0CTYNa
K B&XKHOW MHpopmMaLun.

OcobeHHo HebnaronpuUATHOW Takad NepcnekTMBa MOXET oKasaTbCs
AN rocyfapCTBEHHbIX NN BOEHHbIX CTPYKTYP, obnagaloLwmx cekpeTHOM
WHopMaLWeid rocyaapcTBEHHOIO unu NI0Goro Apyroro xapakrepa.

Heobxoanmbl cneynansbHble cpeacTBa UaeHTUdMKaLmMmM nonb3oBa-
Tenen B ceTu, obecneunBatolme 40CTyN K MHPOPpMaLMA nnwb B Crydyae
MOMHOW YBEPEHHOCTN B HANWYMKU y NONb30BaTENd Npas AocTyna K Hel. B
Tabn. 1 npuBefeHbl OCHOBHbIE TUNbI YIPO3 HapyLUeHWUd 3aLluTbl, BO3HW-
KaloLye npu UCnonb3oBaHUM KOMNbIOTEPHbLIX ceTeld (KC).

AHanus Tabn. 1 nokasbiBaeT, YTO aTakam NoABEPKEHbI BCE YPOBHM
aTanoHHoA mogenu BOC. B uenax sawmTbl MHoOpMaLUK B pasnuyHbIxX
KOMBUHaLMAX WCMONb3YIOTCH KOHTPOMb AOCTYNa, aBTopuM3auud v wn-
chpoBaHue MHGopmMaLnn, AONONHEHHbIE pE3EPBUPOBaHUEM.

PacnpeaeneHne ycnyr n MexaHusmbl 6e30nacHOCTU MO YPOBHAM
3TanoHHOW MOAENU B3auMOAEACTBUA OTKPbITbIX cucTem (BOC) npeacTa-
BneHbl B Tabn. 2[1, 2, 6].

PaccMOTpUM OCHOBHbIE MEXaHW3Mbl KU ycnyr, obecneyusaloLme
ayTeHTUUKaLnio, LeNOCTHOCTb 1 KOHUAEHUMANbHOCTL NepejaBacmMoi
NHpOpMaLIMK B KOMMBIOTEPHBIX CUCTEMAX N CETHX.

["apaHTWel Toro, Yto coobLleHVe AENCTBUTENBHO NOCTYNMO U3 Npea-
nonaraeMoro UCTOYHWKa, a TalKe 3alMTy OT MoAMdUKaLWA, 3afepKek,
MOBTOPHOIO BOCNPOU3BEAEHNS, M3MEHEHWNS NOpAAKa crnefoBaHna coobLue-
HWi [4, 5] aBngaeTca ayTeHTUbMKaUma. Ong ee obecneyeHus UCnonb3yloTca
anropuTMbl LMdpoBaHus, Ludiposas NoAnncb, KOAbl ayTEHTUYHOCTU COO-
BeHna (MAC) n dyHKUUMA XaLLMpOoBaHWA. PacCMOTpUM MeXaHWU3Mbl u Npo-
TOKOMbI, o6ecneumBaroLLme ayTeHTUdmKaLuMo coobLleHuid, nogpobHee.
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Tabnuya 1
XapakTepucTUKK YIPo3 HapyLWeHNA 3alyUTbl AaHHbIX
Table 1
Characteristics of threats of infringement of data protection
Mokaza- ¥Yrposbl MocnepcTtBuA
TEnM
% = E [ MonbiTkn HapywuTens ebipath ceba 3a HenpasunbHoe npeacTaene-
&8 3| neranbHoro nonb3oBarens. HWe Nnonb3ceaTenei.
Z E 2| danscudmkaums gaHHbix. Hoeepue K noxHbIM AaHHBIM
. M3meHeHe nonb3oBaTenbeKUX AaHHbIX. MoTepsa uHdopmayum
G 2 | BHeapeHue “TPOSAHCKMX KOHEI”. KomnpomeTayus cucTembl.
% g | WsmereHne uHpopmaLun B namaTy. YA3BUMOCTE OT Yrpos
L T | MsmeHeHue noToka coobujeHnii HapylWeHWA 3alyuThl
Ha NyTu nepeaauun ocTanbHbIX TUN OB
+ 8 | MNepexsar AaHHbIX B CETW. MNoTeps uHpopMaLK.
o G | Kpaxa nHcpopmayn, xpaHaweiica Ha cepeepe. | Hapywenne TaiiHbl
£ 2 | Kpasxa nHcpopmaLi xpaHsLeiica Ha komnbioTepe | WHopMaLmn
-8-% Mony4eHne nHchopmaun o KoHdUrypa ceTu.
S Mony4eHne HopMaLK o nonb3oBaTene,
= obpalyalolemMcs K cepBepy.
£ | MpekpaweHne ceaHca AocTyna nons3oeatens. | PaspywunTencHble nocnea-
w5 | Meperpyzka noToKoM chanblLMBbLIX MONLTOK CTBUA ANA CUCTEMbI.
o2 | aocryna. PazapaxeHue nonbioBa-
& E YMbILWNEHHOE NepenonHeHne JUCKOBOIo Tenen.
O § | npocTpaHcTEa UNK onepaTWEHONA NaMATH. 3agepiau B pabore
'Q | Wzonauma cuctembl nytem atak Ha DNS-cepeep. | nonbzoeaTtenei.
Tabnuya 2
PacnpeaeneHue ycnyr 1 MexaHu3mbl 65@30NacHOCTM N0 YPOBHAM 3TaNOHHOA Mogenu
Table 2
Distribution of services and mechanisms of safety on levels of etalon model
Ne Yenyrm MexaHu3mbl
1| AyrermucburkaLma obbekTa (ndbposaHue, LMthbposas NoANNCE) Pusnyecknin
2 | AyTeHTWhMKaUMA MCTOMHIKA AaHHBIX (LUAKDP., LWDP. Noannuce) Ne 4
3 | YnpaeneHne goctynom KananeHbi
4 | KordwaeHUManbHOCTE CoOeAMHEHIs NeNe 4, 5
{Wuchbp., ynpaeneHne MapLlpyTuIalneii)
5 | KoHdmaeHumaneHocTe Bes ycTaHOBNeHWA coeaHeHns (lWindp.) CeaHcoBbIA
6 | KoHtuaeHUWanEHOCTE BbIAEN EHHOMO NONA AaHHBD (WP} IlpegcTaBUTENBCKAA
7 | KoHgpuaeHUWansHoCTb TpapuKa (LWpp., 3anonHeHne I'lpuknagHoun
Tpachka, ynpaeneHne MapllpyTu3auneii) NeNe 1 - 13
8 | LlenocTHocTe coegUHEHNA ¢ BOCCTAHOBNEHWEM (wndp.,
LIeNoCTHOCTb AaHHBIX)
9 | LenocTHocTe coeguHeHs bes BocCTAHOBN eHNS {LIKMp.,
LIeNOCTHOCTb AAHHBIX)
10| UenocTHocTb BblgeneHHOro Nong B peXUMe ¢ YCTAHOBNEHNEM CeTeBoid
coegWHeHNs unu bes (Windp., UeNocTHOCTb A4aHHbIX NeNe 2, 3, 4, 11
11| UenoctHocTe brioka gaHHbIX be3 coeguHeHns, nx
WnchpoBaHWe
12| Yuactue B nocbinke coobweHuid, WncppoBaHne, LENOCTHOCTE TpaHcnopTHBIA
JAHHBIX, HOTapW 3auna NeNe 1, 3, 4,
13| T'loarBepkaeHne nony4eHns cooblyeHW I, HOTapK 3aLMa 589 11

17

EBceer C. 1. n gap., MexaHn3mbl 1 npoToKONbl 3aWuThl MHOPMALIMKM B KOMNBIOTEPHBIX CETAX U cucTemax, cTp. 15-39



VOJNOTEHNICKI GLASNIK (MILITARY TECHNICAL COURIER), 2011, Vol. LIX, No. 4

[MpM NCNOMb30BaHUA anropuT MOB CUMMETPUYHOTO LLUMCpOBaHNa obec-
neynsaeTcd KoHMAEHLNaNbHOCTL 1 ONpEAENEHHbIA YPpOBEHb ayTEHTUdN-
KaLuu. AnNropuTMbl HECUMMETPUYHOTO LLIMAPPOBaHUA 0BEeCNEUMBaIOT N KOH-
dMAaeHUMaNbHOCTb, M ayTeHTUUKaLMIO nepegasaembix COODLLEHWIA.

Ha puc. 1-3 npeacTtaBneHbl TpW BapuaHTa 3aluTbl COOBLLEHWIA € UC-
NoNb30BaHNEM HECMMMETPUYHOIO WMdpoBaHWna. epBblid BapnaHT, ne-
pefadya coobLleHWH C OTKpbITbIM Knoyom aboHeHTa B (KUg), npeacta-
BneH Ha puc. 1. Ipwn atom obecneunsaeTca KOHPUAEHLNANb-HOCTb COO-
BieHna (Tonbko aboHeHT B nmeeT 3akpbiTbid knoy KRg), ogHako Hego-
CTaTKOM CXEMbl AIBNAETCH HEBO3MOXHOCTb ofbecneuntb ayTeHTUdmKa-
unto (Mobol aboHEHT MOXKET BOCNONb30BaTbCA OTKPbITbIM KtoYom KUz,
yTobbl 06bABUTL cebd aboHeHTOM A).

.
I::X
KpHNToaHAMHMTHE
[ KERg
i

ABCHEHT A ABoHeHT B
L e,
- e Y Y o e N
HcromHuK ATTOpHTM ATTOPHTM TIyHKT
coob I eHHE P OBAHHA oo mEIIHD OB HasHAYeHHA
L EEg

Kl

HeTounne
Mapkl
KIFouef

Pucynok 1 —KpunTocucTema ¢ OTKPBITbIM KNIOYOM: KOHhUAEHLW anbHOCTE
Figure 1 - cryptosystem with the open key: confidentiality

BTopol BapuaHT — ncnonbsosaHne aboHEHTOM A npwu oTnpaske Cco-
obLeHna ceoero cekpetHoro kitova (KR,) — npeacrasneH Ha pyc. 2.

Mpwn atom obecneynBaeTca ayTeHTUUKaUMA 1 LudpoBas nognmcb
(Tonbko cTopoHa A nmeer cekpeTHbld kmoy KR,). HeaoctaTkom cxembl
SABNSAETCHA BO3MOXHOCTb NOOOro Nonb3oBarens ncnonb3osarb OTKPbITbIA
kntoy RU,, 4TOBbI npoBepuTb nognumchb.

TpeTvid BapwaHT — ncnonb3oBaHne aboHeHTaMuU cBOMX KIMOYeA ans
oBbmMeHa coobLleHNAMN — npeacTaBned Ha puc. 3.

Mpwn atom obecrneynBaeTcd KOHpUAEHUMANbLHOCTL, LMdpoBaa nog-
NMMCb (MOCKONbKY MCNONb3yeTcs OTKPbITbIA kntoy KUg) n ayTeHTudgurkayns
(nocronbky MCNonb3yeTcs 3akpbITblA koY KR,)

<



EpurtoaHarmTHE
g KR,
ABOHEHT A 4 AboHeHT B
L LN
e N T o N

X X
HeToyHHE ATTOpHTM ATTOPHTM ITyrecr
cooblenus mHdposaHIa ] AeEWIIdpoEAEHA HasHAYEHHA

4
& &

KT,

HeTounne
Mapkl
il t=izy

Pucyrok 2 — kpunTocUcTeMa ¢ OTKPBITBIM KNIOYOM: ayTeHTUUKaLma
Figure 2 — cryptosystem with the open key: authentication

ABCHeHT A
~— I
X, T z
HeToyHHE ATTOPHTM ATTOpHTM
coobIeHns P OBAHHA ™ mdposanma
[
[} A
KFe
KFa
AboneHT B
N
~ N
T X
ATITOpHTM ANTOPHTM Iymxr
= melmH b OBAHEA memHd poEaHE —=| HaZHAYEHHA
KU,

PucyHok 3 — xpunTocucTemMa ¢ OTKPbTbIM KMNIOYOM:
KOHpUAEHUNaNbHOCTE W ayTeHTUdUKaLua

Figure 3 — cryptosystem with the open key: confidentiality and authentication
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OBWwMmMM HegocTaTkamu Npu UCNonb3oBaHUU CUMMETPUYHOTO LUK-
hpoBaHUA U LWMAPPOBAHUA C OTKPbITbIM KIMIOYOM ABNAIOTCA HEBO3MOMKHO-
CTb UBMEHEHWUA NYTWU CNejoBaHNs NakeToB AaHHbIX, U OTKPbITbIA A0CTyN
KO BCEWA nopuuu AaHHbIX nNpu ee obpaboTke B NpOMEKYTOUYHbIX Bnokax
(MapwpyTHu3aTopax, Wiosax 1 7.4.).

AnbTepHaTMBHBIM BapWaHTOM LUMPOBaHUIO 4BNAETCA NPUCOEA M-
HeHWe K COOBLLUEHWIO CO34AaHHOMO C UCMONb30BaHUEM CEKPETHOTO Kitova
Hebonblloro Bnoka AaHHbIX (PUKCUPOBAHHOMO pasMepa, Ha3blBaeMoro
KpunTorpapuueckoil KOHTPONBHOW CYMMOM, UMW KOAOM ayTEHTUYHOCTU
coobueHna MAC (Message Authentication Code).

Mpwn aToM obecneunBaeTcd ayTeHTUdUKauus, Ho He KoHMA eHUna-
NbHOCTb, NOCKOMbKY CcOOBLUEHWE NnepejaeTcd B OTKPbITOM Buae. KoHdun-
AeHUManbHOCTb NnepefasaemMoro coobLleHna MoXeT ObiTb obecneyeHa
nubo nocne, nnbo nepea npuMeHeHnem anroputma MAC. [nga HekoTo-
PbIX NPUNOXEHUA He TpebyeTca coxpaHATb CEKPETHOCTb, HO BaXXHO Npo-
BEPUTb ayTEHTUYHOCTb COOOLLIEHWIA.

[MprmMepomM MOXEeT cnyKuTb npotokon SNMP Bepcuun 3, rae dyHK-
LMK KoHDUAEHLUMANBHOCTU U ayTeHTUdMKaUmMn pasgensaioTca. B Hem ra-
paHTupyeTca ayTeHTUdMrkaynsa noctynarowmx SNMP-coobLlleHuid, B TO
Xe BpeMa HeoBXOAMMOCTb CKpbIBaTh NOTOK oOMeHa AaHHbIMU SNMP mo-
XeT He Tpebosarbes.

Bapuauner naeuM UCNonb3oBaHWA KOAOB ayTEHTUYHOCTU coobLie-
HWIA 9BNgeTCqd OAHOCTOPOHHAA dIYHKLUMA X3LMpoBaHus, obecnedymsaioLL-
asq ayteHTudmKkayuio, UMpoByto NOANNCL W KOHMAEHL ManbHOCTb. [a-
nee paccMoTpumM cnocobbl 3almTbl COOOLUEHWA NpU UCNONb30BaHUU
X3l-Koaa, npeacraBneHHble Ha puc. 4-9.

Tak, Ha puc. 4 coobLyeHNe BMECTe C NPUCOEAUHEHHbIM K HEMY Ny-
TeM KOHKaTeHaLWW X3LW-KOAOM LWMAPYETCA METodamn CUMMETPUYHOIO
wnchpoBaHua. NMpu aTom obecnedynsBaloTcd KOHPUAEHLMaNbHOCTL (TOMNb-
KO CTOpOHblI A 1 B 3HaloT CUMMeTpUYHbIK KoY (K)) n ayTeHTudurkayns
(xaw-koa H(M) kpunTorpadmyeckm sallnLLeH ).

B cnyvyae puc. 5 WMpyeTca TOMNbKO X3LW-KOA CpeAcTBamn CUMMe-
TPUYHOTO WMPpoBaHKUA. MNpKM 3TOM XALUMPOBAHWE N CUMMETPUYHOE LWN-
dpoBaHne B KOMOMHaL MM hakTUYECKM Jal0T KO, ayTEHTUYHOCTU 1 obec-
neynBaloT ayTEHTUYHOCTb NepejaBaeMoro coobweHns (H(M) kpuntorpa-
dmryecKkn sallmnLLeH).

Ha puc. 6 wngppyeTcd TONbKO X3LW-KOA cpeicTBaMu LUMAPPOBaHNS ¢
OTKPbITbIM KIIOYOM C WCMOMNb30BaHWEM MUYHOIO Krova oTnpaBuTend.
Mpw aToM obecneynBaeTCq He TONbKO ayTeHTUgMKauma, Ho u UMdpoBsasd
MOAMNMUCH, T.K. TONBKO OTNPaBUTENb MOXET NPOU3BECTU 3aLUMPOBaHHbIA
xaw-kod (H(M) kpunTorpadnyeckn salmLUeH (TONbKO CTOpoHa A MOXET
co3jaTb CBOW cekpeTHbIM Koy (KR,)). PakTMyecku B 3TOM 1 3aKniovaeT-
CH CyTb TEXHUKM UCNONb30BaHWUA LMPOBOIA NOANUCH.

@



ABoHeHT A
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T
HeToyHHE ATTOPHTM ANTOPHTM
coobIeHns KOHKAT EHALHH P OBAHHA o
e
4
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PUC)(HOK 4 — cxema UCNoNb30BaHNA X3LW-Koaa:

KOHpUAEHUNaNbHOCTE W ayTeHTUdUKaLua

Figure 4 — scheme of hash-code usage: confidentiality and authentication

ABCHEHT &
e —
HleTouHHK ATTOPHTIM
coobIeHra KOHEAT CHAITHH ’
e
ATITOPHTM
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HAII-K0Ja - CPAEHEHHA
K s
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HEO ATropHTIM HEO IIyHET
melmH b OBAHEA HasHaueHHA
r

Pucyrok 5 — cxema McNonb3oBaHUA X3W-KoAa: ayTeHTUukaLma
Figure 5 — scheme of hash-code usage: authentication
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Pucynok 6 — cxema MCNONb30BAHNA X3WW-KoAa: ayTeHTUUKaLna U Lndpoeas nognuch
Figure 6 — scheme of hash-code usage: authentication and digital signature

Ecnun Tpebyetca obecneyeHne He Tonbrko KOHPUAEHLMANBLHOCTU, HO
1N UUhpoBOM noannck, MoKHO 3allnmdpoBaTth COOOLLEHWE BMECTE C XL~
KOAOM, LWMCPpOBaHHBbIM OTKPbITbIM KIToYomM. [1pu atom obecneynsaerca
ayTeHTUdKUKayma, yndpposas nognicb n KOHPUAEHUNANbHOCTb, TO eCTb
TONbKO CTOPOHbI A 1 B 3HatoT K (puc. 7).

B yenax ayteHTUdMKaUMKN COODLLEHWHA MOXHO MCNONb3oBaTh PyHK-
umio xawmposaHna 6e3 WwudpoBaHna (puc. 8). B atom cnyyae npegnona-
raercs, 4To 06€e CTOPOHbI MCMNONb3YIOT M3BECTHOE MM CEKPETHOE 3HaYEeHNEe
S. Omnpasutenb A BbluncnaeT 3HaveHne MyHKUWA X3wmpoBaHma ane pe-
3ynbrara KoHkaTeHaunn cooBLLeHna (X) n S, n NPUCOEANHAET NONyYeH-
Hoe 3HayeHne yHKUMK xawwvposanua K X. [Monyvyatenio B sHadyeHne S
W3BECTHO, NO3TOMY OH MOXET BbIMWUCIUTBL 3HAaYeHne PyHKUMU X3mpoBa-
Hua. [pn atom obecneymBaeTca ayTeHTUdKnKauua (Tonbko A n B sHatoT S)

KoHuaeHUyManbHoCTbL moxeT ObiTb ofecneyeHa npu HEKOTOPOW
mMoandmKalMn noaxoga onucaHHoOro Bbile, ecnin 3alumdposatb coobL-
eHne BMecTe ¢ A00aBNeHHbIM K HEMY X3LW-KOA,0M (puc. 9).

CnocobHOCTb (PYHKUMK X3WMPOBaHNA NO3BONAET MPOTMBOCTOATh
arakam c nepebopoM Bcex BapuaHTOB, T.K. 3aBMCUT UCKIIOYUTENBHO OT
AJNVHbI X3LW-KoAa.

OAHUMW U3 NEPCNEKTUBHBIX anropuUTMOB X3LL-PYHKUMIA 4BnaoTCa
SHA-1 1 RIPEMD-160. OCHOBHblE MX XapaKTepUCTUKM NpeacTaBneHbl B
Tabn. 3 B cpaBHeHW anropuTmom xaw-cyHKLM MD-5.
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Figure 7 — scheme of hash-code usage: confidentiality, authentication, digital signature
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Pucynok 9 — cxema ncnonb3oBaHUA X3W-KoAa: ayTeHTUukaLma
Figure 9 — scheme of hash-code usage: authentication

Tabnuya 3
OcHoBHbIE XapaKTepUCTUKN anropuTMOB X3LW-gyHKLMA
Table 3
The basic characteristics of algorithms of hash-functions
MapameTpbl MD-5 SHA-1 RIPEMD-160
AnuHa npochuna 128 ButoB 160 6utoe | 160 BuTtos
BazoBana annHa bnokoe 5126uToB 5126uToB 5126uToB
UYuncno waroe/payHaoB 64 /4 80/ 160/5
Max. aAnuHa coobllyeHus o0 2°"- 1 BuTtoB 2°- 1 BuToB
YUncno npum. nornyecknx pyHKUMIA 4 4 5
Yncno aganTMBHBIX KOHCTaHT 64 4 9
Mopagok cnegoBaHns 6uToB Mpamoit OBpaTHbIiA Mpamoi

Bce Tpu anropuTMa Heya3BMMbl B OTHOLLUEHUW aTak, OCHOBAHHbIX Ha
HapyLeHun cnabol conpoTUBNAEMOCTU Konnuanam. MNpu 128-6uToBoi
AnuHe anroputm MD-5 nogBepXeH KpuntToaHanuay, a AononHUuTenbHas
cnoxHoctb SHA-1 n RIPEMD-160 npuBoauT K 3aMeaneHuio obpaboTku

=



anroputMoB. [danbHedwum npumMmeHeHuem MD-5 aBndetrca anroputm
HMAC. OH obecneunBaeT rapaHTMpOBaHHYIO 3alUMLLEHHOCTb NpKU yCno-
BWW, YTO BCTPOEHHaa qiyHKUMEA xalmpoBaHWa obnajaeT onpeaeneHHon
KpunTorpadpuyeckolr CTOMKOCTbIO.

Onga obecneyeHna Tonbko hyHKUUK LUAPOBOM NOAMNKMCA NUCNONb3Y-
eTcd ctaHaapT DSS (Digital Signature Standards — ctaHgapT UnudgpoBoi
noanucK), OCHOBaHHbIA Ha anropMTMe xawunposaHud SHA. Moaxoa DSS
OCHOBaH Ha PyHKLUMW XaLWMpoBaHMa. ANroputm yudposor noanmucin DSA
(Digital Signature Algorithm) cospaH Ha OCHOBe Cxembl 2nb-lamansg w
LLHoppa. CyLlecTBeHHbIM €ro HEAOCTaTKOM ABNAETCH CMOKHOCTb BbluM-
CrieHMs NpW BO3BEAEHUM B CTeneHb g'mod p.

Ang obecneyeHna ayTeHTUGMKaLMN Ha KaKAOM CEpBEPE UCMONb3Y-
eTcqa cuctema Kerberos, B KOTOPOW NMPUMEHAETCA UCKIMIOYUTENBHO CUMME-
TpuuHoe WwndppoBaHne. OHa obecneunBaer naeHTMdUKaLMIo Nonb3oBarte-
Nei Npu KaXXA0M BbI30BE COOTBETCTBYIOLLEIO cepBepa U uaeHTUMUKaLmio
cepBepoB An4a nonb3osateneid. B cucteme Kerberos Mcnonb3ayloTca npo-
CTedLmne NpoToKonbl yaaneHHoro goctyna PAP (Password Authentication
Protocol) n CHAP (Challenge Handshake Authentication Protocol).

HeaocratkoM npumeHeHnsa PAP aBnaeTcq BO3MOXHOCTb Nepexsarta
HapywuTenem cBeaeHui o napone. Noatomy npotokon PAP uMcnonb3ay-
€TCq COBMECTHO C NpOTOKONoM S/Key, OCHOBaHHOM Ha MoAenin ogHopa-
30BblX Naponen, nonyyaembix nocnegoBaTenbHbIM NPUMEHEHNEM HEO-
Bpatmold chyHkyuK. MpoTokon CHAP, ocHoBaH Ha Mogenn “pykonoxa-
™Ma” — nepejada KNMEHTOM Napond B XeLWWpoBaHHOM BUAE C UCTOMNb30-
BaHWEM NOMYYEHHOro OT CepBepa cnydYanHoro yncna. B kayectse cnyJa-
MHOro yucna BblbUpaeTca 3HaYeHUE TEKYLUMX AaTbl U BPEMEHW B CERYH-
Aax, K KOTOpOMY NPUCOEAUHAETCA ClydyakHoe YUCNO, NOMYYEHHOe OT re-
HepaTopa ncesaocnyyanHbIx Yucen.

K AocTonMHCcTBaM nportokona Kerberos oTHOCATCA:
— BbICTpoe noacoeANHEHNE KITMEHTA K CEPBEPY,

— BO3MOXHOCTb AeNnerMpoBaHna KNMEHTOM CBOMX NOMHOMOYMIA cep-
BEPY ANA BbINONHEHWA 3anpoca,

— yNpoLUeHNe agMUHUCTPUPOBaHUS pacnpeaeneHHoin KC.

OCHOBHbIMW HEA OCTATKaMKN NMPOTOKONa ABNATCA:

— OTCYTCTBWE BbIAENEHHOro KaHana cBa3u Mexay obbekTamu pac-
npeaeneHHor KC (Hannumne LUMpoKoBeLLaTeNbHOW Cpeabl nepeaayn AaH-
HbIX, HanpuMep cpedbl Ethernet), yTo Nno3BondeT HapyLwMTENO aHannau-
poBaTb ceTeBo TpaduK B Mo 00HbIX CUCTEMAX;

— BO3MOXHOCTb B3aMMOAeWCTBMA obbekToB pacnpepeneHHoln KC
6e3 ycTaHOBNEHWA BUPTYarnbHOIO KaHana Mexay Humu, YTo He No3Bona-
eT HapeXHO MAEHTUULMPpOoBaTL 0OBEKT nnn CYObEKT pacnpeaeneHHon
KC v opraHusoBaTth 3alWMTy nepejaBaeMoi UHhopMaLmu;
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— MCnonb3oBaHNe HeA0CTaTOYHO HaAEKHbIX MPOTOKONOB UAEHTUKKa-
UM obbekToB pacnpepeneHHoid KC nepep ycTaHOBMNEHUEM BUPTYanbHOIo
KaHana Mexay HUMW, YTO NO3BONAET HapyLLMTENIO NpK Nnepexesarte nepeja-
BaeMblx COOBLLEHWIA BblAaTb ceb4 3a OfHY U3 CTOPOH COEAMHEHWS;

— OTCYTCTBWE KOHTPONA CO34aHUS U MCNONb30BaHWA BUPTYalbHbIX
KaHanoB mexay obbvektamu pacnpegeneHHon KC, yTo NO3BONAET Hapy-
wiTento Aobutbca peanusayum yrposbl oTkasa B obcnyxmBaHun B KC
(mobol 0bbeKkT pacnpegeneHHod KC MoXeT aHOHMMHO nocnaTb noboe
yucno cooBLeHU oT MMeHW apyrinx o6bekToB KC);

— OTCYTCTBWE BO3MOXHOCTU KOHTPONA MapLupyTa nonyyaembix coo-
BLUEHWIA, YTO HEe NO3BONAET NOATBEPANUTL aApec OTNPAaBUTENSA AaHHbIX 1
onpeaenuTb MHUUMaTopa yaaneHHol atakn Ha KC;

— OTCYTCTBME NonHor MHcpopmaLm o6 obbektax KC, ¢ KOTOpbIMK Tpe-
ByeTcd cosaarb coefuHeHne, YTo NPUBOAUT K HEODXOAUMOCTH OTNpPaBKu
LLMpOKOBELLaTENBHOMO 3anpoca WUnu NOAKMIOYEHNI K NOUCKOBOMY CEpBEPY
(HapyLmMTEnb NpY 3TOM UMEET BOZMOKXHOCTb BHEAPEHWUS NOXHOMO obbeKTa
B pacnpeaeneHHyto KC 1 BblaaTtb 0AWH 13 ee 0O beKTOB 3a APYIron);

— OTCYTCTBME LUMpOBaHUA nepejaBaemblx COOB LLEHWA, YTO NO3BO-
NAET HapyLMTENo NoMy4YuTb HECaHKUWOHUPOBaHHbIA AOCTYN K WHCOp-
MaluM B pacnpegeneHHoOn KoMNbIoTEPHOW CeTU [5].

[porpamMmHble 1 annapaTHble CpeacTBa
obecneyvyeHns ayTeHTUYHOCTU
pacnpeeneHHbIX KOMMNbIOTEPHbIX CeTel

Cpeaun yrasaHHbIX CPeACcTB cnefyeT BblAENUTb MEXCETEBbIE 3Kpa-
Hbl (MCD3), cpeacTBa aHann3a 3alMLLeHHOCT U oBHapyKeHua aTak.

MexceTeBble aKpaHbl (bpaHamayapbl, firewall) peanusyloT Habop
npasun, KOTOpble ONpPeAenaioT YCNOBUS NPOXOKAEHUS NAKETOB AaHHbIX
N3 OAHOW YacTu pacnpeaeneHHo KC (OTKpbITOW) B ApYTyio (3allmLLeH-
Hyt0). B 3aBUCUMOCTM OT YPOBHA B3aUMOAEWCTBUSA OOBLEKTOB CETU
OCHOBHbIMUW pa3HOBUAHOCTAMU MCD2 aBnaoTca QUNbTpylowMe MapLUpy-
TU3aTopbl, LLUMNIO3bl CEAHCOBOIO W NPUKIMTAaZAHOro YpOBHEN.

OcHOBHOW dhyHKUMEN DUNBTPYIOLLMX MapLIpyTU3aTopoB, paboTatoLLyx
Ha CeTeBOM YPOBHE 3ITanoHHOW MOAENW, ABNAeTCa dMnbTpaund nakeTos
AaHHbIX, BXOAALWX B 3aLLMLLIEHHYIO YacTb CETU UM UCXOAALLMX U3 Hee.
MNpaBuna dunbTpaUmn onpeaendioT, paspeLlaeTca unm BnokMpyeTcsa npoxo-
XaeHne yepes MC3 nakeTa ¢ 3ajaBaeMbIMi 3TUMA NpaBunamMy napaMeTpa-
M. K nx OCHOBHbIM AOCTOMHCTBAM OTHOCATCH NPOCTOTa CO3AaHUA, YCTaHOB-
KM, KOHPUIYpUPOBaHWUE, NPO3payHoOCTb ANnd NPUMNOKEHWA MNoMb3oBaTenen,
MUHWMANbHOE BIUSHWUE Ha NPOU3BOANTENBHOCTL; HEBLICOKasA CTOMMOCTb.
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HepocraTkamu ke unbTPyIoLLMX MapLUpyTU3aTOPOB ABMNAOTCA:

— OTCyTCTBME ayTeHTU(MKaLUMW Ha ypoBHe nonb3oBaTteneid KC;

— YyA3BMMOCTb ANA nogmeHbl |P-agpeca B 3aronoske nakera,

— He3alWMLLEHHOCTb OT Yrpo3 HapyLleHWs KOH(WAEHUManbHOCTU 1
LeNOCTHOCTU NepejaBaeMoid MHGopMaLuu;

— CUnbHaga 3aBUCUMOCTb achdpekTUBHOCTU Habopa npaBun unbTpa-
LMW OT YPOBHS 3HaHWA agmMnHucTparopa MC3S KOHKpETHbIX MNP OTOKOI OB;

— OTKpbITOCTb | P-aapecoB KOMNbIOTEPOB 3aLUMLLIEHHOA YacTn ceTn.

LLINo3bl ceaHCoBOro YpOBHS NpeaHasHaueHbl Ana KOHTPONS BUPTyarb-
HOro CoeiMHEHUa MeXAy paboueld cTaHUWel 3allyLLleHHOW YacTu CETU U
XOCTOM €€ He3aLLMLLIEHHOW YacTW, 1 TpaHcnaumu |P-aapecoB KOMMNbIOTEPOB
3aLlLMLLEHHOW yacTh ceTw. [pW BbINONHEHWWA LLINTIO30M CEaHCOBOIO YPOBHS
npoueaypbl TpaHcnauwmm |P-agpecos npoucxognT wnx npeobpasoBaHue B
OAVH |IP-agpec, accounmnpoBaHHbIdi ¢ MC3. 3T0 UCKoYaeT npaMoe B3au-
MOAENCTBME MENAY XOCTaMK 3aLlMLLEHHOW W OTKPbITON ceTeid  He No3BO-
NAET HapyLLMTENIO OCYLLUECTBIATh araky NyTem NojMeHb! |P-agpecos.

K aoCTOMHCTBaM LUMIO30B CEaHCOBOIO YPOBHS OTHOCATCH MX NPOCTO-
Ta U HaAEeXHOCTb NPOrpaMMHON peanu3auun. HepoctaTKoM ABNAeTCS
OTCYTCTBME BO3MOXHOCTW NPOBEPATbL COAEPKMMOE NepefaBaeMon WH-
chopMayun. 3TO NO3BONAET HapyLUMTENIO NbITaTbCA NepefaTb NakeTbl C
BPEAOHOCHBIM MPOIPamMMHbIM KOAOM 1 OBpaTUTLCA 3arem HanpsaMylo K
OAHOMY U3 cepBepoB aTakyemoin KC.

LLnto3sbl NpUKNagHOro ypoBHA He TOMbKO UCKMOYaloT NpsMoe B3au-
MOAEACTBME MEXAY YNONHOMOYEHHbLIM NOMb3oBaTENEM U3 3aLLMLLIEHHON
4acTh CeTh U XOCTOM U3 €& OTKPbITOW YacTu, HO U PUNbTPYIOT BXoAdLLME
1 NCXOASLLME NaKkeTbl AAHHbIX Ha NPUKITagHOM YPOBHE (Ha OCHOBE aHa-
nu3a copepaHua nepefasacmblX JaHHbIX).

OCHOBHbIE YHKLUMK LLMIO30B NMPUKNaAHOro YpOBHA:

— hWaeHTumrkauma 1 ayteHtmdmkayma nonbsosatenda KC npu no-
MbITKE YCTAHOBUTbL COEAUHEHNE;

— NpoBepKa LeNocTHOCTN NepegaBaemblx AaHHbIX;

— pasrpaHuyeHue AocTyna K pecypcaM 3allMLIeHHOR 1 OTKPbITOM
yactel pacnpegeneHHoi KC;

— unbTpaymna 1 npeodbpasoBaHue nepejasaembix cOoDLIEHWA (00-
HapyXeH1e BpeJOHOCHOTo NporpaMmMHOro Koja, WMpoBaHUe 1 pacLum-
dpoBaHUe N T. n.);

— percTpaumsd cobbITUA B CnieluranbHOM XypHane;

— K3LLMpoBaHWe 3anpalumMBaemblX U3BHE AaHHbIX, pasMeLleHHbIX Ha
KOMMbloTEpax BHYTPEHHEW CETU (MoBbIWaeT nponssoautensHocTu KC).

JOCTOMHCTBaAMM LUMIO30B NPUKIEAHOIO YPOBHS ABNAOTCH

— CKPbITOCTb CTPYKTYyPbl 3allMLLEHHON YacTh CeTM ANS OCTallbHbIX
XOCTOB;

— HagexHas ayTeHTUdMKaUna 1 percTpayma npoxoaamx coobL-

EeHWUI;
@
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— Bonee npocTble nNpasuna gunbTpaynm NakeToB Ha CETEBOM YPOB-
HEe, B COOTBETCTBMW C KOTOPbIMW MapLUpyTU3aTop AOIPKEH MNponyckaTb
TONnbRO TpadhuK, NpejHasHauyeHHbIA ANS Wno3a NpUKNagHoro YpoBHs, 1
fnokMpoBaTb BeCb OCTanbHOW TpadmK;

— BO3MOXHOCTb peanusaynn 40ononHUTENbHbIX MPOBEPOK.

OCHOBHbIMW HefOCTATKaMMK LUMIO30B MPUKNAAHOMO YPOBHA ABMAIOT-
cAd bonee BbiCOKAA CTOMMOCTb, CIIOKHOCTb paspaboTki, yCTaHOBRW W
KOHUTYPUPOBaHWUA, cHkeHne npownssogutensHocTn KC, “Henpospau-
HOCTb” And NpUNoXKeHWA nonb3oBatenei KC.

MexceTeBble 3KpaHbl ABNAOTCH OCHOBOW AN CO34aHWUd BUpTyarnb-
Hbix ceTel (Virtual Private Network, VPN), npegHasHayeHbIx Ang CKpbl-
TWS TOMONOIMMN BHYTPEHHUX CETEA opraHusaunii, obMeHNBaoOLLMXCH WH-
dopMmagmnerr no cetm MHTepHeT, sawmTtbl Tpadmrka mexay Hamia. [pu
3TOM UCTOMNb3IYIOTCA CneynanbHble CUCTEMbI MapLUpyTU3aL M.

ObwumM HegoctaTkom MC3 noboro Buaa ABNAETCA TO, YTO 3TWU NPO-
[PaMMHO-annaparHble CPeACTBa 3ayThbl B NPUHLMNE HE MOTYT NPEACTBpa-
TUTb MHOIVX BWAOB arak (Hanpumep, Yrpo3bl HECAHKUMOHMPOBAHHOIO A0-
cTyna K MHPOPMaLUMi € UCMOMNb30oBaHUEM NOXHOIO cepeepa cnykbbl Ao-
MEHHbIX UMeH ceT HTEpHET, YIposbl aHanunsa ceTeBoro Tpadimka, yrposbl
oTKasza B obcnyrnBaHuW). HapyLLMTenio peanus3oBaTth Yrposy AOCTYNHOCTU
nHpopmMayum B KC, ncnonbsytolleid MC3, moxXeT okasaTbCs gaxe npoLe,
TaK Kak A0CTaToYHO aTakoBaTb TOMNbKO XocT ¢ MC3 ansa dhakTMyecKkoro oT-
KMIOYEHNS OT BHELLHEW CETU BCEX KOMMbIOTEPOB 3aLLMLLEHHOW YacTu CETU.

Onga obecneyeHna KOHpUAESHLMANLHOCTU U cepBUCa ayTeHTUUKa-
UMM Ha NpUKNagHOM YPOBHE B KOMMbIOTEPHbIX CUCTEMAX U CETAX UCMO-
nbaytotca cxembl PGP (Pretty Good Privacy) n S/MIME (Secure/Multipur-
pose Internet Mail Extension).

B nakeTt cuctembl PGP BKNtoYeHbl anropuTMbl LWWpOBaHMA € OT-
KpbITbIM KNoyoMm RSA, DSS u anroputm Oudhdu-XennmaHa, anroputmol
cMMMeTpUYHoro wndposaHna IDEA 1 3DES, a Take anroputm SHA-1.
KombuHauma SHA-1 n RSA obecneumsatoT adPeKTUBHYIO Cxemy Lu-
dposoid nognucu, anroputm CAST-128 (IDEA wnn 3DES) obecneunBa-
0T KOHMAEHUMAaNbHOCTL, ANA OOMeHa KMloyaMu UCMonb3yerca anro-
pUTM Snb-lamana. Bce 370 NO3BONAET COKpaTUTL Bpemsa nepejadn Kno-
UeBbIX AaHHbIX WU pewmnTb nNpobnemy nepefadn ceaHCoBbIX KMIOYER, ny-
TEeM NPUCOSANHEHNS CEAHCOBOTO KItoYa K COOBLLEHMIO.

Cucrema S/MIME aBndetcd ycOBepLUEHCTBOBaHHbIM CTaHAapTOM
3awmTbl opmata MIME anekTpoHHoW nouyTtbl. OHa obecneynBaet yna-
KOBKY AaHHbIX U UUpOBYIO NOANUCH, POPMUPYEMYIO C NOMOLLBIO LLK-
dpoBaHna npodung CoobLLEHNA, C MCNONb3OBAHWEM JIMYHOIO KITOYa OT-
npasutensa. lNpn atom anroputm SHA-1 obecneymsaeT UMpOBYIO Noa-
MUCb, KoHMAeHUWanbHoCTb obecneynBaeTcd anropuTMaMn CUMMe-
TpuyHoro wncppoBaHna 3DES n RC2/40, ana obmeHa kniovyamin UCnonb-
3yeTca anroputM Oudpcmn-Xennmaxa.
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PaccMOTprM MexaHW3Mmbl 3alLMThl ¢ MOMOLLbIo NpoTokona IP (Inter-
net Protocol — npotokon mexceresoro B3auMoaencTBns ), obecneynsaro-
wme ayTeHTUdmKaLnio, KOHUAEHLUMANbHOCTb 1 YNpaBeHne KIioYamn.

Ana obecneyeHns salimTbl oOMeHa AaHHbIMW B MOKanbHbIX CETAX
(LAN), KopnopaTlBHbIX 1 OTKpbITbIX rMobanbHbix ceTax (WAN) n B Inter-
net ncnonb3yetca npotokon IPSec.

KnioyeBbiM OOHLEKTOM B MexaHn3max ayTeHTUdUKaUMn n KoHgunaeH-
unanbHoctn ang IP asnaerca saupeHHas cBasb (Security Association),
obecneunBaroLlas oAHOCTOPOHHIOID 3aLUMTY NOTOKa AaHHbIX Ha TpaHCnopT-
HOM YPOBHE W1 Ucnonb3ayloLaa npu atoMm nubo npotokon AH (Authentication
Header — 3aronoBok ayteHTUdpukayum), nnbo ESP (Encapsulating Security
Payload header — 3aronoBok 3awmTbl NONE3HOTO rpysa). AyTeHTUHKaLmna
B npotoronax AH n ESP onvpaetca Ha NCnonb3oBaHnn Koaa ayTeHTUYHO-
¢t MAC ¢ anuHHOA no ymon4daHuio 96 6uToB (cxembl HMAC-MDS-96 n
HMAC-5SHA-1-96), a cepB1C LLMCppoBaHKUA NoNeld NonesHoro rpysa npoTo-
kona ESP ncnonbayer anroputmbl LWMApoBaHUa: “TporHo” DES ¢ Tpems
kntovamn, RCH, IDEA, “TporHoir” IDEA ¢ Tpems kimovamm, CAST, Blowfish.

MpoTokonbl AH n ESP nopaepuBaloT ABa peXuma UCnonb3oBa-
HWS: TPAHCNOPTHBIA M TYHHENbHbINA.

TpaHcnopTHbIA peXMM npegHasHayeH Ang 3awuTbl NPOTOKOMNOB
BbICLLETO YPOBHA M 0BeCneynBaeT CKBO3HYIO CBA3b A BYX IMaBHbIX Y3I0B
(nonb3oBaTend wn cepBepa wnn AByx pabodnx cTtaHuui). MNpenmylle-
CTBOM TPaHCMNOPTHOro pexuma asngetcd obecnedyeHue KoHpuaeHUna-
NbHOCTK ANA MoBOoro NPUMEHSIOLLETO ATOT PEXUM NPUMNONKEHUA, YTO NO-
3pongaeT usbexarb HeobxoAMMOCTU peanusalynm yHKUMA obecnedyeHns
KOHPUAEHUNANBHOCT B KEPKAOM OTAENBbHOM NpunoxeHun. HepocTaT-
KOM SBNAETCA TO, YTO NPU €ro MCNoNb30BaHUA HE UCKMIOYaeTca BO3MO-
KHOCTb aHanusa Tpaduika nepecbinaemblx NakeTos.

TyHHENBHBIA pexumM obecneuynBaeT salMTy BCcero naketa IP U okasbl-
BaeTCcd NonesHbiM B KOHUIypaLun ceTU, KoTopas npegnonaraeT Hanuune
BpaHaMayapa wiv wnosa 3awpTbl. [PEeMMYLLECTBOM pexnMa SABnAercs
pasrpyska yarnoB BHYTPEHHEA CETU OT HEOBXOAMMOCTUA LWMCPPOBaHNA AaH-
HbIX W YyNpoLleHne npoueaypbl pacnpeaeneHna Kioverd. HepoctaTkom
ABNAETCH YCNOKHEHWE aHan13a noToKa AaHHbIX K KOHKPpETHOMY agpecary.

Ang obecnevyeHna 3alimThl AaHHbIX Ha NPUKNAgHOM YpOBHE B Npu-
noxennn World Wide Web cyuwecteyeT Heckonbko noaxogos. Bce oHm
CXOXMW, HO pasznuyaloTca No obnactam NpUMEHEHUa 1 pasMeLLeHMo coo-
TBETCTBYIOLMX CPEACTB 3aluMTbl B cTeke npoTokonos PSP/IP. Otu pas-
nuuyna npeactasnedsl Ha puc. 10.

MNepBblii METOA 3aLLMTbI COCTOMT B UCMONb30BaHUKN NPOTOKONa 3all-
ntol IP (IPSec). MNpenmylwectBo IPSec saknovaeTcd B ero npospadyHo-
CTW ANS KOHEYHOro nomnb3oBarens (NpUNoXeHWH) n B UCNONb3oBaHWUM
hunbTpayun, No3BONAILLEA ero MCNonb3oBaHWe TOMbKO ANA TOW YacTu
NnoToKa AaHHbIX, rAe 370 AEACTBUTENBHO HEOBXOAUMO.
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HTTP | FTP| SMTP SMIME| PGP | SET
HTTP | FTP| SMTP SSlL unmlTSL Kerberos SI'\?TP HTTP
TP TCP UDP TCP

IPAPSec ISP Sec =
CeTeson yposeHt TPaHCNOPTHLIN ypoBeHb YpOBEHb NPUNOXEHNSA

Fucynxok 10 — pasmeljeHne cpegcTB 3aWUThl B cTeke nportokonos TCP/IP
Figure 10 — accommodation of means of protection in a stack of protocols TCP/IP

BTopbiM meTog oM 3aWmMThbl ABNAETCH pasMeLleHne cpeacrs besona-
CHOCTW cpa3y Hapg, npoTokonoMm TCP. MNpuMepomM Takoro nogxoaa Asna-
eTcq ctaHAapT SSL (Secure Socket Layer) n ero bonee Hoasa Bepcua —
TLS (Transport Layer Security) 6e3onacHoi nepegaun gaHHbix B Inter-
net. BHeapeHune cpeacts SSL n TLS B Habop COOTBETCTBYIOLMX NPOTO-
KonoB obecrneynBaeT Npo3payHOCTb CPEACTB 3allnThl NPUNOKEHUIA.

PasnnyHble cpefcTBa 3allyTbl MOTYT BbICTpauBaTbCca W B NPUNOXe-
HUAX. MNpeMMyLLEecTBOM Takoro MeToja aBnaeTcqd BO3MOXHOCTb ONTUMa-
NbHOWM HaCTPOMKN CPEACTB 3alMThl B 3aBUCMMOCTW OT TpeboBaHWUIA KOH-
KpeTHOro NpUNoMXeHus .

Takvm obpasom, and obecneyeHusd ayTeHTMUKaLUuM aaHHbIX B Npo-
TOKOMNax MOryT NpUMEHATbLCH pasnuyHble anropuTMbl CUMMETPUYHOTO U
HECUMMETpPUYHOTO LWndppoBaHna, MAC-koabl U PyHKLMA XeLLMpoBaHu.

Bmecte ¢ tem, ans KaXAOW OTAENbHOW KOMMbIOTEPHOW CUCTEMbI
(ceTM) HeobxoAUMO MpoOBEAEeHWE ONTMMM3aLMKN CPEACTB ayTeHTUdMKa-
LUK B 3aBUCUMOCTU OT TpeboBaHWIA KOHKPETHBIX NPUNOGKEHNA, UCNOMNb3Y-
loLmxce B aaHHbIx KC (ceTax).

LlenocTHOCTb npu3BaHa 06ecneynTb BO3MOXHOCTb MoAUdMKaLMK Xpa-
HALWenca 1 nepepasaeMo B KC MHAOpMaUWMX TONbKO NOMb3oBaTesamu,
UMeloLLMMK Ha 3To NpaBo. [og MoandMKaLneid NoHMMaloTCa onepauuu 3a-
MUcK, N3MEHEHUS, U3MEHEHNA COCTOAHUS, YAaNeHWa, Cco3aaHnd, 3aiepXku
WK1 NOBTOPHbIE BOCNPOU3BEAEHUS NepefaBaeMbIxX JaHHbIx [4-5].

Ana obecneyeHWa LEeNnoCTHOCTN AaHHbIX UCMNOMb3YIOTCA anropuTMbl
WMdppoBaHNa 1 koAbl ayTeHTUdUKaLun. NpoTokonbl 3alluThl aHHbIX B
World Wide Web obecneumBatoT Tawke n LEeNOCTHOCTb NepejaBaemblx
AaHHbIX Ha NPUKNagHOM, CETEBOM U TPAHCNOPTHbLIX YPOBHAX.

MpoTokon SSL npeaHasHavyeH angd obecneyeHua 3alvTbl CKBO3HOM
nepegauyn jaHHblx C WCrnonb3oBaHmem npotokona TCP. Crtporo roso-
pa,SSL npeacrasnaet coboi He OANH NPOTOKON, a ABa YPOBHA NPOTOKO-
noB. Ha nepBoOM YypOBHE HaxoaaTca NpoTOKONbl KBUTUpOBaHWA SSL, 13-
MeHeHMa napaMeTpoB LWudpoBaHMa SSL, nsBeleHna SSL, HTTP. Ha
nocneaylo WX ypOoBHAX - NpoTokon 3anucn SSL, 3atem CP un panee IP.

MpoTokon SSL npeanaraer 6a30Bblid Habop cpeacTs 3awmTbl, NpUMe-
HAEMbIX NpPOTOKONamMn Bonee BbICOKMX YPOBHEW, n obecneuymBaeT KOH(U-
AeHUNanbHOCTb KaHana KOMMyHUKaLWA 1 ayTeHTUdMKkaLuio nonb3oBaTens.
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[NpoToKon KBUTHMPOBaHWA onpeaenseT oOLMA Ang nonb3osarens u
cepsepa CeKpeTHbIN KIoY, UCNONb3YEeMblA CUMMETPUYHBIM anropuTMOM
WmdppoBaHna, U obecnedynBaeT KoHUaeHUnanbHOCTb nepefaBaemMbIixX
AaHHbIX. Kpome 3TOro, NpoTOKON KBUTUPOBaHWA onpeaenaeT obLlwui ce-
KpEeTHbIA KoY ANns BbluncneHna 3HayeHuid MAC, koTopbli obecneymBsa-
€T UEenocTHOCTb Nnepegasaembix COODLLEHWNA.

MpeumyLlecTBOM SSL 9BNgeTca ero He3aBUCUMOCTb OT NPUKNaAHOro
npoTokona. lMpoTokonbl NpunoxeHud, Take kak HTTP, FTP, TELNET wn
T.4. MoryT pabotatb nosepx npotokona SSL cosepeHHo npospayHo. Npo-
ToKon SSL MOXET cormacoBblBaTh anropuTM LWMAPOBaHUS U KITKOY CECCUM,
a TaleKe ayTeHTUULUMpOoBaTh CEPBEP A0 TOTO Kak NpUNOXKeHUe NPUMET unn
nepeaact nepBbld 6aiT AaHHbIX. Bce npoTokonbHbIe NpUKNagHble JaHHbIe
nepeaaroTca 3alndpoBaHHbIMU C rapaHTUen KOHGUAEHLManbHOCTU.

MpoTokon TLS npepHasHavyeH and obecneyeHus KOHMaeHUManb-
HOCTU W LIENOCTHOCTU AaHHbIX. OH MUMeeT ABa YPOBHS: MPOTOKON 3anu-
cei TLS mn npotokon gnanora TLS. Npotokon 3anuceid TLS obecneynBa-
eT KOH(UAEHUMaNbLHOCTb AaHHbIX C WCNONb30BaHMEM CUMMETPUYHbIX
anroputMos WMcppoBaHna DES, RC4 1 UenoCcTHOCTb AaHHbIX C UCNOMNb-
30BaHWeM xaWw-dyHrYMIA SHA-1 unu MDS.

MpoTokon awanora TLS obecneunBaeT UMpPOBYIO NOANUCH, OCHO-
BaHHylo Ha noaxoge RSA unu DSS.

Takum obpaszom, cpefcTBa 3aLlyThl LIENOCTHOCTU COOBLLEHUA rapaH-
TUpOBaHO obecneynBaloT, YTO NPUHATBIE CooBLLEHNA ByAYT B TOYHOCTU CO-
OTBETCTBOBaTb OTNpasieHHbiM, 63 U3bATUA, AONONHEHWA, U3MEHEHWIA, B
NcxoaHOM nopsake U 6e3 noBTopeHWid. BMecTe ¢ TeM, NPOToKONbI 3aLluThbl
LlenocTHoCTK, paboTas ¢ NoTokamMu coobLLeHU, obecneynBaloT TOMbKO 06-
Hapy}eHWe HapyLleHna LeNoCTHOCTU NoToka AaHHbIX, 1 He obecneymsaroT
BOCCTAHOBIIEHWE MOBPEXKAEHHON UNn YTpadyeHHOW NHopmMaLiu.

KoHdmaeHyWanbHOCTb npu3BaHa obecneuntb 3alMTy nepejaBae-
MbIX AaHHbIX OT nNaccuBHbIX atak. B camoi LUMpokoid hopme cnyxba 3a-
WM Tl AOMKHA obecneynTb 3alUUTy BCeX AaHHblX, NepefaBaemMblX MeXAy
MoBbIMA ABYMS NONb30BATENSAMW B TEYEHWNE ONPELENEHHOIO BPEMEHMW.
MNpyn atoMm obecneumBaeTcd obllaa 3awmTa, NpPenaTCTBYOWAs yTeuke
nobblx Nonb3oBaTenbCkMX AaHHbIX NpU nepejade. B Gonee yskon dop-
me cnyxba sawmtbl moxer obecneunBatb 3awmTy OTAENbHbIX COODLLEe-
HUA UNW Jaxe oTAENbHbIX NX YacTen.

ApyriMM acnekToMm KOHGWAEHUManbHOCTU 9BNAeTCs 3allMTa NoToKa
AaHHbIX OT BO3MOXHOCTW €ro aHanuTUYecKoro UccnefoBaHua (3awmTa
drakta, mecra, cnocoba nepegaun gadHbix). OBWMM nogxogom K obec-
neyeHnio BesonacHOCTU B TOYKax YA3BMMOCTU ABNSAETCH LUMPpOBaHUE.
Mpw nepegaye AaHHbIX B KC ¢ KOMMyTalUWeA nakeTos, Kak npaBuno, uc-
nonbsyetca nNubo kaHanbHoe WMdpoBaHWe, NMOO CKBO3HOE LWMcpoBa-
HWE, OCHOBaHHblE Ha CUMMETPWMYHbIX Kogax (anroputmbl CAST-128,
IDEA wunn 3DES). Ha puc. 11 npeactaBneHbl OCHOBHbIE BO3MOXHOCTW
LWMppoBaHNA B CETU C KOMMYyTaLWel NakeTos.
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— YCTPOWCTEO CKBO3HOIO WidhpoBaHnA
O — YCTPOWCTBO KaHanbHOro WidpoeaHua
¥ — yzen nepeknioYyeHWA NAaKeToB

Pucyrnok 11 — wndpoBaHie B ceTn ¢ KOMMyTaLUed NakeToB
Figure 11 — enciphering in a network with switching packages

Ang npoTUBOAEACTBUA HapyLUEHUAM 3alThl MCNOMb3YETCH KaHa-
NbHOE 1 CKBO3HOE LWMdpoBaHMe. KaHanbHoe WndpoBaHUe ocyLLecTBNa-
eTcd nubo Ha umanyeckoMm, NnMbo Ha ypoBHE 3BeHa nepejauu (KaHanb-
HOM YPOBHE), CKBO3HOE LUM(PPOBAHNE WCMNOMNb3YETCH Ha CETEBOM WNn
TpaHCnopTHOM YPOBHE.

[Mp1 MCNONb30BaHUU KaHanbHOro WWUAPPOBaHNA KaXablA yd3BUMbINA
KaHan obopyayeTca Ha oboMX KOHLUax yCTpOUCTBaMi WMdppoBaHua. He-
AocTaTkaMu KaHanbHoro WndposaHua gBNAlOTCA HEOOXOANMOCTb Aelln-
poBaHMd nNakeTa AaHHbIX NPU KaKA0M €ro npoxoKaeHU Yyepes naket-
HblA nepekntoyatens, CoOoBLLEHNE CTAHOBUTCA YA3BUMbIM B K&XKAOM ne-
peknodartene, Tpebyercd MHOMO YCTPOWCTB LUMPPOBaHWS €O CBOUMK
YHUKanbHbIMKY KIloYaMu Ans K&KA0A napbl WMdpaTopos.

CkBosHoe wudpoBaHWe obecneympaeT HesonacHOCTb nepepadu
AaHHbIX B paMmKax oTAenbHol ceTu. Cam npouecc WndgpoBaHna BbInorn-
HAETCA TONbKO B ABYX KOHEYHbIX cCUCTEMax. HepocTaTKoOM ABNAeTCs OT-
CYTCTBUE LLMPPOBAHNA BCEro NOTOKA AaHHbIX, MOCKOMbKY 3aronoBKK na-
KETOB NepefaloTca B OTKPbITOM BUae (npotokon X.25 wnu TCP). Takoe
wnchpoBaHne He obecneumBaeT HesonacHOCTb MexXceTeBoro obmeHa
AaHHbIMW 3MNEKTPOHHOW NOYThbl, MPW SNEKTPOHHOW nepepade calinos.
Ang aneKTpoHHOM NOYTbl CKBO3HOE LWMApOBaHWE UCNONb3YeTCa Ha npu-
KnagHoOM ypoBHe. HeaocTaTKoM LWMAPOBaHUA Ha YPOBHE MPUNOXEHWNA
aBnaetcqa pabota ¢ OOMbLUMM KOMMYECTBOM CEKpEeTHbIX Khoyed. [ng
nyywen sawmTbl HEOOXOAMMO KaK KaHanbHoe, Tak n CKBO3HOE LUMdpoBa-
HWe, uTo obecneynBaeT KOHPUAEHUMANbHOCTL NepejaBaemMbIX AaHHbIX.
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OpHaKo B MOMEHT BpeMeHMU, Korga nakeT HaxoauTca B NamaTv CBUTYA,
3aronoBOK naketa ABnNAeTcd oTKpbITbIM. Ha puc. 12 nokasaHa Takas cxe-
Ma MeXCeTeBoro obmeHa faHHbIMU.

CucTena ¢ OS1 TTouTCERI MITECS Cucrena ¢ TCP/P
i TTpurna ol =
Npumagaos | _ f  CPHEEEEDE ) Snextpordad| | pmagsoi
mouTa
[IpepcTaEuT eNnECKHE TIpencraBT e cii [IpencTaBHT eNECKHEA
IS R -
CeaHcoBEH C eaHCOBEE C eaH coBHEA
TCP
TpaHCIOp THET TpaHcIop THEIH TpascIopTHELE
- -——— - - —
Cerepofi Cereroft IF Cereroft
e | -——— - - - - — e}
K anamenri KanameHEH K apanenrif
Drmyecri DHHyeckIH e 305 (i
L@cemsax CEAZE | | { Mem@J
e’ —
= >  —NpPUMEHEeHNe CKBO3HOM LIJIJ"ICbPOBaHIJ"IH
B

= NpAMEHEHNE KaHanbHOro LIJIJ"ICbPOBaHIa"IFl

Pucyxok 12 — npuMeHUMOCTE cXeM WU POBaHUA NpU MeXCeTeBoM 0BMeHe gaHHbIX
Figure 12 — applicability of schemes of enciphering at gateway data exchange

Takmm obpas3oM, MexaHW3Mbl 1 MPOTOKOMNbI KOH(KUAEHLMaNbHOCTH
obecneunBaloT 3aWMTy nepejaBaembix coobLUEeHWUA B MONMHOM obbeme,
OTAENbHBIX COOBLLUEHUA MNK faxXe OTAENbHbIX YacTeid coobLeHWA. Bme-
CTE C TeM, NPU NPOXOKAEHUN NAKETOB Yepes yanbl KOMMyTaLUun MHop-
MaLna CTaHOBUTCA YA3BUMOM anga HapyLuMTens.

AHanM3 NpoTOKONOB W MEXaHW3MOB 3alUWMThbl MoKaszan, 4YTo aAns
obecnedyeHna ayTeHTUUKaUMK, LENOCTHOCTU U KOHMUA EHUMaNbHOCTU
nepegadm faHHbIX B KOMNbIOTEPHbIX CETAX UCNOMb3YIOTCA KpunTorpadin-
yeckMe METOAbl, OCHOBaHHblE Ha CUMMETPUYHbIX N HECUMMETPUYHBIX
anroputmax npeobpaszosaHua UHoOpMaL K.

Anga nocTpoeHUd MexaHW3MoB 3alyTbl TPAAMLMOHHO MCNONb3YIOT
KpunTorpadguyeckme metoabl. Mx obwasa knaccudmkauma npeacrabneHa
Ha puc. 13. MeToabl CUMMETPUYHOW KpunTorpadpun OCHOBaHbI Ha Npo-
CTbIX W NEerko peanusyloupxca 6nokax nogcTaHOBOK W MEPECTaHOBOK.
MeTtoabl KpunTorpadivn € OTKPbITBIM KINIOYOM OCHOB&aHbI Ha UCNONb30Ba-
HWM COOTBETCTBYIOLLEH TEOPETUKO-CNOXHOCTHOM 3agaun (daxktopusa-
umu1, AUCKPETHOrO norapudMMpoBaHna n T.4.).
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Pucynok 13 — kpuntorpachyeckne meTogbl 3awnTbl UHoprMaLuin
Figure 13 — cryptographic methods of protection of the information

Cpean U3BECTHbIX NPUMEPOB HECUMMETPUYHBIX KPUNTOCUCTEM OCO-
foe MecTo 3aHUMaloT HEeCUMMETPUYHbIE CeKpeTHbIe CUCTEMbI A0Ka3ye-
MO CTOMKOCTW (TEOPETUKO-KOA0BblE CXEMbI) Ha anrebpandeckmx 6noko-
BbIX KOAAX, UMEIOLLME CYLLECTBEHHOE NPENMYLLECTBO — BbICOKYIO CKOPO-
CTb KpunTorpadguyeckoro npeodbpasosaHns uHcopmMayum [8-9).

Kpome Toro, kak nokasaHo B pabotax [8-11] npumeHeHWe TeopeTK-
KO-KOJ,0BbIX CXEM MO3BONAET COBMECTUTb NOMEXOYCTOWYMBOE KOAMPOBa-
HWe C MacKMpPOBKOW AaHHbIX NOoJ CnydvyaiHylo nocnefoBaTenbHOCTb, W,
Taknm obpasom, UHTErPUPOBaHO (OAHWMM NpUeMoM) obecneynTb KoHdM-
AeHUManbHOCTb U ayTeHTUUKaL WO nepegaBaemblX AaHHbIX.

3aknyeHue

TaknuMm ob6pasoM, NpoBefeHHbIE UCCNefoBaHNs NoKkasanu, YTo Ans
obecnedyeHns 3almTbl nepefaBaeMblX AaHHbIX B KOMMbIOTEPHbLIX CETAX
MCNONb3YIOTCA Habopbl MPOTOKONOB 3aLUWTbI, KOTOPbIE HE B MOMHOW Me-
pe obecneunBaloT KOHMAEHLUMANBHOCTb, ayTeHTUGMKALMIO 1 LienocT-

HOCTb AaHHbIX.
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MepcnekTMBHbIM HanpaBneHnemM WHTErPUPOBaHHOMO peLleHUa 3a-
pad obecrneyeHns TpebyeMblx nokazaTenen ABNAeTCA UCNONb30BaHWE B
MpOTOKONAax M MeXaHW3Max 3alMTbl TEOPETUKO-KOAOBbLIX CXEM Ha anre-
Bpanuecknx BNoKoBbIX Kogax.
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MEHANIZMI ZASTITE INFORMACIJA U KOMPJUTERSKIM
MREZAMA | SISTEMIMA

OBLAST: raéunarske nauke, kriptografija

Rezime:

U radit su dati protokoli za zastitu informacifa 1 kompjuterskim mreza-
ma i sistemima kao i klasifikacija osnovnit tipova ugroZzavanja zastite do ko-
Jitr dolazi prilikom koriScenja kompjuterskifh mreZa. Ispitani su osnovri me-
hanizmi, usiuge i vrste realizacije kriptosisterna za odrZzavanje aifentikacije,
integriteta i tajnosti. Opisane su njihove prednosti | nedostaci. Definisani st i
analizirani pravei razvoja kripfografskif transformacija za odrzavanje zastite
informacifa u kompjuterskim mreZama i sistemima.

Uwvod

Moderni vojni kompjuterski sistemi kao i postojanje globainih tele-
komunikacionih mreZa znacéajno su izmenili karakter i obim problema pri
zastiti informacija. Metode zadtite informacija postale su sloZene i pred-
stavljaju vazan deo informacionit tehnologija. U zaétiti informacija prime-
njuji se razlkiéita kriptogtafska sredstva.

Analizirani su profokoli i mehanizmi zastite informacija u kompjuter-
skim sistemima | mreZama, kao i mogudi pravei razvoja kripfografskih
transformacija za odrZavanje tajnosti, autentikacije i infegriteta informacija.
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Problemi i mehanizmi zastite kompjuterskih mreza od pretnji i posledica
neoviaséenog pristupa

Problemi zasdtife kompjuterskifh sistema i komunikacionih mreZa
od neoviaséenog pristupa izuzefno su akfuelni. Razvoj kompjuterskih
tehnologija omogudava gradenje mreZza odredenih arhitektura s mnos-
tvom segmenata medusobno znatno udaljenim. Posledica je poveca-
nje broja mreznih jedinica i koli¢ine raznovrsnih komunikacionih linija
medu njima, sto, opef, povedava rizik od neoviaséenog prikljuéivanja
na mreze | pristupa vaznim informacijama.

Osnovni tipovi ugroZavanja zastite informacija tokom koriScenja
kompijuterskih mreZa razmatrani su u radu kao i osnovni mehanizmi i
usiuge kojima se obezbediije autentikacija, integritef i poverljivost infor-
macija u kompjuterskim sistemima i mreZama. fzvriena je komparativna
analiza i dobijeni su blok dijagrami razliGitih algontama kako simetriénog
tako i asimetriénog kodiranja. Ispitane su njihove mogucnosti s aspekta
odrzavanja poverjivosti | zahtevanog nivoa autentikacije poslatifh poruka.

Jedna od najefikasnijih varijanti koriséenja autentikacije koda po-
ruke je jednosmerna hes funkcija kojom se obezbediyje autentikacija,
digitalni potpis i tajnost. Opisane su metode zastife poruke pomodu
hed kodova. Predstavijene su osnovne Karakteristike najéesce korisée-
nih hes algoritama i hes funkcija.

Detalino je razmatrana primena protokola Kerber za autentikaciju
pomodu simetriénog kodiranja.

Programski i hardverski alat za autentikaciju kompjuterskih mreza

Razmatrani su getvej ekrani, alati za analizu bezbednosti i detekci-
Ju napada poput rufera za filtriranje | brane za nivoe sesife i primenjere
nivoe. Nijihov zajednicki nedostatak jeste da ne mogu da spreée mnoge
vrste napada (neoviascene pristupe informaciji kroz lazni server, analizu
mreznog saobracaja i odbijanje usiuge).

Za odrzavanje tajnosti na odredenom nivou u kompjuterskim siste-
mima Koriste se sheme poput Pretty Good Privacy Secure-Multipuirpose
and Internet Mail Extension (s transportnim i tunelskim reZimima proto-
kola). Za odrzavanje autentiCnosti podataka u profokolima primenjuju
se algoritmi simetriénog i asimetriénog sifrovanja, hes funkcije i MAC-
CODES. Optimizacija sredstva zastite zavisi od zahteva za svaki poje-
dinaéni sfu¢aj i neophodna je za svaki kompjuterski sistem posebno.

integritet bi trebao da obezbedi da samo oviadceni korisnik oba-
vija aZuriranje uskladistenih i poslatif informacija. Pod aZuriranjem se
podrazumeva menjanje, uklanjanje, kreiranje, kasnjenje ili ponavijanje
reprodukcije transferovanih podataka. Za odrzavanje integriteta algori-
tama za Sifrovanje moraju se Koristiti mrezni i fransportni nivoi. integri-
tet poruka znadi da ¢e primlijene poruke biti identiéne poslatim, bez gu-
bijenja, dodavanja, promena ili ponavijanja, redom kojim su i posiate.
Mediitim, protokoli za zastitu integritefa poruke obi¢no obezbedlijit sa-
mo defekciju ugroZavanja integriteta toka podataka, a ne obezbediiju
rekonstrukeiju ostedene ili izgubliene informacije.
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Tajnost obezbedije zasdtitu posiatih podataka od pasivnih napa-
da. Njena svrha je da garantuje zastitu podataka prilikom prenosa iz-
medi korisnika tokom vremenskog perioda koji se poklapa s protokom
podataka celokupne poruke kao i njenit pojedinaénif delova.

Znacajan aspect tajnosti je zastifa podataka od analitiCkog istrazi-
vanja. Sifrovanje kriptografskim metodama je neophodno u ovit svrhu.
Data je osnovna kiasifikacija ovih metoda i ukratko opisane njihove ka-
rakteristike. Detalinije su razmatrane metode simefriéne kriptografije
(zasnovane na supstituciji i preuredivanju blokova) kao | metode s upo-
trebom javnog Kljuéa.

Zakljuéci

U danasnje vreme postojedi alali za zastitu podataka u kompjiiter-
skim mreZzama ne obezbedliju tajnost, autentifikaciju i verodostojnost po-
dataka. Pravei u zastiti podataka usmereni ka integrisanom reSenju za
opisane probleme zasnivaju se na feoretskim Semama Sifrovanja i alge-
barskim blok Siframa.

Kljuéne redi: zastita informacija, kriptografske transformacije, tajnost,
autentifikacija, integritet podataka, algoritmi za sifrovanje
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Summary.

Protocols of information profection in computer networks and
systems are investigated. The basic types of threats of infringement of
the protection arising from the use of computer nefworks are classified.
The basic mechanisms, services and variants of realization of
crypfosystems for maintaining authentication, integrity and confidentia-
Ity of transmitted information are examined. Their advantages and
drawbacks are described. Perspective directions of development of
cryplfographic transformations for the maintenance of information pro-
tection in computer networks and systems are defined and analyzed.

Introduction

Creation of modern military compiter systems and existence of
global telecommunication networks have considerably changed the cha-
racter and a range of problems of information protection. Information
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protection methods become complicated and represent an important
part of information technologies. Various cryptographic means are ap-
plied for information protection.

The paper deals with the protocols and mechanisms of information
protection in computer systems and networks, the analysis of perspecti-
ve directions of development of cryptographic transformations for the
maintenance of information confidentiality, authentication and integrity.

Problems and mechanisms of computer network protection from threats
and consequences of non authorized access

Problems of the protection of comptiter systems and communica-
tion nefworks from non-authorized access have recently become highly
topical. Development of computer technologies allows building net-
works of allocated architectures consisting of plenty of segments, loca-
ted at a significant distance from each other. All this resufts in increa-
sing the number of nefwork units and amounts of various commurica-
tion lines between them, which, in turn, increases risks of non-authori-
zed connections to networks and access to important information.

in this paper the basic types of threats of infringement of the pro-
tection arising from the use of computer nefworks have been discus-
sed. The basic mechanisms and the services providing authentication,
infegrity and confidentiality of the transmitted information in computer
systems and networks are considered. The comparative analysis is car-
ried out and block diagrams of various algorithms of symmetric and
asymmetric enciphering are obtained. Their opportunities from the po-
inf of view of maintenance of confidentiality and a demanded level of
authentication for transmitted messages are examined.

One of the most effective variants for the use of message code
authenticity is the unilateral hashing function which can provide aut-
hentication, a digital signature and confidertiality. The methods of
message protection with the use of hash-codes are described. The ba-
sic characteristics of various most widespread hash-algorithms and
hash-functions have been presented.

in addition, the application of the Kerberos system for maintaining
authentication applying symmetric enciphering is considered and
analyzed in detail.

Program and hardware instruments for maintaining the authenticity of
allocated computer networks

Gateway screens, fools for the analysis of securify and detection
of attacks such as filtering routers, sluices of a session level and an
applied level are considered. Their common drawback is that they can-
not prevent many types of attacks {(non-authorized access to informa-
tion through a false server of service of Infernet network domain na-
mes, analysis of the network fraffic, service refusal).
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For maintaining confidentialty at an applied level in computer
systems the schemes such as Pretty Good Privacy Secure-Multipurpo-
se and Infernst Mail Extension are used (with transport and tunnef mo-
des of protocols). Algorithms of symmetric and asymmetric enciphe-
ring, hash-functions and MAC-CODES are applied to maintain data
authenticity in protocols. Optimizing the means of protection depends
on the requirements for each particilar case and ft is necessary for
each separate computer system.

Integrity should provide updating information stored and transmit-
ted in a network only by authorized users. Updating is understood as a
change, removal, creation, delay or repeated reprodiiction of transferred
data. For the maintenance of the infegrity of enciphering algorithms, nef-
work and transport fevels must be used. The infegrity of messages me-
ans that the received messages will be as accurate as the sent ones,
without withdrawals, additions, changes or recumences and in the initial
order. However, profocols of the protection of message integrity usually
provide only the detection of infringement of dataflow infegrity, and do
nof provide reconstruction of the damaged or lost information.

Corfidentiality provides the profection of transmitted data against
passive attacks. It should guarantee profection of the data transferred
between users during certain fime occurring simulfaneously with the ouit-
flow of dafa during messages and their separate parts transfer process.

A significant aspect of confidentialty is data protection against
analytical research. For this purpose, enciphering by cryptographic
methods is necessary. Their general classification and brief descripti-
ons are presented. The methods of symmetric cryptography (based on
blocks of substitutions and rearrangements), and the methods of pu-
blic-key cryptography have been considered in particular.

Conclusions

Nowadays, in data protection in computer networks, existing pro-
tection tools do not provide confidentiality, authenticity and infegrity of
transmitted data and information. The perspective directions of the in-
tegrated solution of the described problems in protection mechanisms
are to use corresponding tools based on theoretical-code schemes and
algebraic blocks codes.

Key words: information profection, crypltographic transformations, confi-
dertiality, authentication, data integrity, encrypting algorithms
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Abstract:

Data envelopment analysis (DEA) is becoming increasingly important
as a tool for evaluating and improving the performance of mantifacturing
and service operations. If has been extensively applied in performance eva-
luation and benchmarking of schools, hospitals, bank braniches, prodiction
plarts, efc. DEA enables mathematical programming for implicit evaluation
of the ratio between a number of imput and output performance parameters.
The resuft is quantification of the efficiency of business opportunities and
provicing insight info some flaws from the level of fop management. Levels
of efficiency determined under the same parametres make this analtical
process objective and allow for the application of best practices based on
the assessment of the overall efficienicy. This paper preserts a fuzzy-DEA
mode! for evaluating the effectiveness of urban and suburban public tran-
sport-USPT. A fuzzy-DEA model provides insight info the current transport
quality provided by USPT and proposes for the improvement of inefficient
systems up to the level of best standards possible. Such quantification ma-
kes long-term stability of USPT possible. Since most of the acquired data is
characterized by a high degree of imprecision, subjectivity and uncertairty,
fuzzy logic was used for displaying them. Fuzzy linguistic descriptors are gi-
ven in the oufput parameters of DEA models. In this way, fuzzy logic ena-
bles the exploifation of tolerance that exists in imprecision, uncertainty and
partial accuracy of the acquired research resufts.

Key words: Data envelopment analysis (DEA), fuzzy logic, public tran-
sport, transport quality.

Introduction

he significance and role of urban and suburban public transport
of passengers (USPT) has an imeplaceable function in the lives
of citizens, economy and all activities within a city. The quality of tran-
sport service of the system affects the efficiency of production, suppor-
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ting processes and other activities of people in the city. The role of local
authorities in these processes is crucial, as they are obliged to create
conditions for long-term stability of the USPT systems. A system should
also be allowed to develop under controlled conditions to realise the re-
quired quality as the only true indicator of its success.

A USPT system is a business that requires large resources, funds for
vehicles, employees, facilities and equipment, energy and the like; therefore,
it is of crucial interest for the economy of cities and the country as a whole to
have each USPT company operating immaculately. However, an even grea-
ter priority is to ensure greater efficiency of the system and also to provide
conditions for the quality of transport service to rise to a higher level and me-
et the required quality requirements. Namely, the urban and suburban public
transport of passengers is not profitable, as it possesses no standard econo-
mic characteristics, primarily due to the fact that it is a public service. Hol-
ders of the USPT activities are public companies owned by local or regional
authorities. In this case, the missing funds to the level of cost - the cost of
operating the cumrent business as well as the required financial resources for
development are provided primarily via state subsidies.

Generally speaking, USPT systems enjoy high subsidies and grants in
Serbian cities, so that 20 to 80% of the ongoing costs of the system operation
is covered by the price of the service and the rest is provided from other sour-
ces. Investments, as a rule, are covered from the local, regional and central
governments whose interests are to have the investment implemented qua-
lity closer or equal to the required. The difference in the nature of public tran-
sportation in larger and smaller cities should, however, be emphasized. In
larger cities, the urban public transport taking place in the continuous built-up
areas is much more prominent compared to the urban transport. On the ot-
her hand, in smaller towns suburban transport is more dominant, organized
as part of local and intercity transportation. Suburban transportation that con-
hects suburbs with the city centre has the same function as the urban public
transport in the inner-city area, primarily because it enables commuting to
work, school, etc. Such transport has far-reaching socio-economic significan-
ce, since residents live in small suburban areas, mostly in their own homes,
and work or study at the very centre which is a continuously developed urban
area, in this way not overloading the infrastructure. Since there is a tendency
to develop medium size dities in Serbia (70,000 to 350,000 inhabitants) ma-
inly working in the industrial and services sectors, primarily due to the intensi-
ve construction of roads or the general standard of the population increase,
there is a socio-economic interest to treat suburban public transport as ur-
ban. The tendency is to organise and implement a modem integrated system
of urban and suburban public transports of passengers that will allow rising
the quality of service, an instigator for the development of studies that have
analysed the efficiency of USPT for medium size cities in Serbia.
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The paper presents the measurements of the current performance of
the required quality of USPT services in cities using a fuzzy-DEA model.
The aim of the paper is to use the DEA for gaining insight into the current
state of quality of service delivered by the USPT system and making pro-
posals to improve inefficient USPT systems up to the level of its best
standards.

Relevant references

The DEA is a method based on linear programming, which is beco-
ming an increasingly popular management tool. It is commonly used to
evaluate the efficiency of a nhumber of ‘units’ such as a group of produ-
cers, banks, or hospitals characterized by multiple inputs and outputs. In
fact, the DEA is suitable for evaluating almost any relatively homogeneo-
us set of units, but nowadays it is also recognized as a decision-making
aid in multi-criteria analyses of discrete alternatives. The concept of DEA
methodology makes it suitable for successful application in the manufac-
turing and service organisations. Due to its application flexibility, the DEA
has inspired many authors to investigate the efficiency of transport.

The idea of measuring efficiency was developed by Farrell in the
mid-twentieth century when he used non-parametric approach efficiency
limits for measuring efficiency as a relative distance from the border effi-
ciency [9]. This measure, referred to as empirical or relative efficiency
was later expanded, especially in the work of Charnes, Cooper and Rho-
des [4]. They called this technique Data Envelopment Analysis or DEA.
The non-parametric advantage of the DEA has become increasingly po-
pular in businesses that require the definition of a number of input and
output parameters of efficiency. A business analysis based on one crite-
rion has been used as the primary method for measuring efficiency in the
past. However, as Kemp's papers suggest, one of the evident dilemmas
is how to display the standards of comparison when there are a number
of criteria[28]. One measure is rarely enough to measure efficiency. Fi-
hancial indicators of the relationship between the individual outputs and
inputs, such as Return on Investment (ROI) and Return on Sales (ROS)
can be used as indicators that characterize the financial impact. Howe-
ver, they do not meet the requirements when best practices are sought
for and are not sufficient to measure efficiency.

It is important to mention the work of Su and Rogers [22]. This paper
presents the years of traffic efficiency studying in countries that are mem-
bers of the Organization for Economic Cooperation and Development
(OECD), using the Data Envelopment Analysis to assess the grade of ef-
ficiency. The analysis includes variables associated with conducted tran-
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sportation, added value, economic contributions and carbon dioxide. The
analysis provides annually efficiency scores for each country, proposals
to improve the efficiency of individual countries and consideration of fac-
tors that influence the efficiency of the transportation system.

In addition to the research conducted by Su and Rogers [22], other sig-
nificant research has been conducted by Duygun, Jackson and Weyman [8].
The paper was inspired by the liberalization movement in European air traf-
fic that began in the late 80's. According to [8], in numerous surveys, prima-
rity by Windle and Good, the efficiency of carriers has been compared, pro-
ving that the air carmriers in the liberal U.S. market were more efficient than
their colleagues in the European market which is regulated more strictly. Ba-
iley noted that the reform of regulations in the USA increased competition,
lowered prices and provided significant benefits to users [1]. Evident benefits
of American liberalisation and actual inefficiency of the European carriers
forced the European Commission to introduce certain reforms in order to
promote competition and thus increase the efficiency of European carriers.

Oum and Yu used the DEA to estimate efficiency in the analysis of
the impact of certain variables on the efficiency of the European railroads
[17]. The DEA helped Kerstens to estimate the performance of the
French urban public transport companies [13]. In the same manner, Gil-
len and Lall analysed the efficiency of airports [10].

The procedure in most of these studies included two steps. The first
step was to measure the efficiency and efficiency distribution in certain ti-
mes and establish procedures and in the second the Tobit model was
used in order to explain the impact of descriptive parameters of efficiency
(the parameters that cannot be quantified) on the efficiency of operations.

In the next section, a proceeding from the relevant theoretical appro-
aches, a fuzzy-DEA model for measuring the efficiency of a USPT was
developed. The aforementioned model will be shown in the following sec-
tion of the paper.

Fuzzy-DEA model

Transportation planning, organisation and management of traffic and
transport processes are associated with making certain decisions. De-
pending on the context of the problems in certain cases highly precise in-
put and output data are available. In such situations, provided that there
is an adequate model that can help the decision-maker, favourable solu-
tion will result from the decision. However, there is often uncertainty in
the data necessary for making certain decisions and decisions are often
made based on experience, intuition and subjective evaluation of certain
parameters by the decision-maker.
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It is important to point out that the subjective evaluation of certain
traffic parameters varies from passenger to passenger, the decision-ma-
ker to decision-maker. Thus, at the stage of mathematical modelling of
traffic processes whose parameters are not sufficiently certain, uncertain
or subjectively estimated, it is necessary to use mathematical methods to
treat uncertainty, imprecision or subjectivity in a satisfactory way.

While researching the quality of USPT services a problem appeared con-
ceming quantification of the output parameters: reliability, ride comfort, equip-
ment and organization of stations, as well as staff fiendliness and tidiness.

For quantification of these parameters the theory of fuzzy sets was
used as the most appropriate mathematical apparatus for handling uncerta-
inty, subjectivity and imprecision. The fuzzy-DEA model is shown in Fig. 1.

“Phase 3 Analysis anc

EPhase' Problam formuistion EPhaseE Guandification crztez'za; implermentation of th resulis -
DA : : ; by
: : i . CF DEA
Inpus criferia X . hhd : Ca iL
I : : Bafuzzyfication )
: : : ¥ Scenarios
Output eiteris

““““““““““““““““““““““““““““““

Figure 1 - Fuzzy-DEA methodology

The optimization of choice by the application of fuzzy logic in practi-
ce has been applied many times [2, 18, 7, 15]

Phase 1. The first phase includes the selection of DMU whose effici-
ency is measured that is, the choice of decision-making units. It is necessary
that the units whose efficiency is analysed refer to the same organization
unit and special care should be taken not to model incomparable units in the
decision making process. In special cases, decision making units can be-
long to different areas or sectors. Then, the effectiveness of common busi-
ness processes and activities for different areas or sectors within specific
functional groups of the organization are measured and compared.

After this, input and output parameters of efficiency of the selected
decision making units are defined. The parameters are defined based on
theoretical and practical experiences from the given area, depending on
the particular business requirements. It is hecessary to define the repre-
sentative parameters, i.e. parameters that best present the activities and
processes to which they refer. Good input and output parameters reliably
represent all the resources (material, personnel, financial and informa-
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tion) used by the decision-makers, as well as all the business results of
the unit. If the parameters are not well allocated, the results may indicate
the superficial interpretation as well as partially correct and incorrect con-
clusions regarding the efficiency of decision making units observed. What
is also important is that the values of the defined parameters are obtai-
hed from reliable sources and references and are consistent for all the
compared units. The DEA approach does not reguire knowledge of spe-
cific functional forms among the input and output parameters, unlike ot-
her traditional statistical approaches. The advantage of the DEA is the
possibility to consider multiple input and output parametres that are diver-
se and expressed in different measurement units.

Phase 2. The second phase includes the quantification of input and
output parametres using the fuzzy logic and defuzzyfication — projection of
the linguistic variables values in real numbers. In designing the fuzzy sets

the main question is how to choose the membership function s, (x) . This

function shows to what extent x € X meets the requirement of belonging
to the set of 4. For the membership function it has to be that

0<p,(x)<1, for every xc A4, i.e. g, X —[0,1]. Formally speaking,
the fuzzy set A4 is defined as a set of ordered pairs

A={(x,u,(x))|xe X,0< u, (x) <1} (1)

Triangular fuzzy numbers with membership functions (Fig. 2) are
used in this paper.

Triangular fuzzy numbers are usually given in the fom 4 — (a,,a,,4a,),
where a, is the value at which the membership function of the fuzzy num-
beris 1.0, a, is the left distribution of the confidence interval and a, is the

right distribution of the confidence interval for the fuzzy number A4 .
The membership function of the fuzzy number 4 is defined as:

0, x<aq
x_
P a =x<a,
2 1
Hy(x)= (2)
(0=t 00
, &, =X=a,
a4y~
0, x> a,

Pamuéar, D., Fuzzy-dea model for measuring the efficiency of the transport quality, pp. 40-61



VOJNOTEHNICKI GLASNIK (MILITARY TECHNICAL COURIER), 2011, Vol. LIX, No. 4

0 a. a; a.

Figure 2 — Triangular fuzzy number

The values of the output parameters that describe the quality of
USPT presented as a set of linguistic  descriptors

S={l.1,,...1,}.ic H={0,1,..T}, where T is the overall number of lin-

guistic descriptors. The number of linguistic descriptors is 7 =5: very
low — VL, low — L, medium — M, high — H and very high — VH (Fig. 3).
1

]
Lt

L4

¢ 2 3¢ 4 s 60 70 83 90 160
Figure 3 — Graph of linguistic descriptors [2]
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The linguistic descriptors have the following values[2]:

0, 0<x
Mo = 1, 0<x=<0385
(2—x)/1915, 085<x<2

0, l<x
x—1 l<x<2
Hy = 1, 2=x<3
d—x, 3<x=4

0, x>4
0, 3<x
x-3, 3<x<4
My = 1, 4=x<5
6—x, S5<x<6
0, x>0
0, 5<x
x=5 5S5<x<0
Hy = 1, 6=<x=<7
8—x, T<x<8
0, x>8
0, T<x
My = x=7, T<x<85
1, x=85

(7)

The presented fuzzy sets, i.e. the values of the linguistic variables
are projected into real numbers. This operation is called defuzzyfication
(Fig. 4). For defuzzyfication or the fuzzy number 4-(a,,a,,a,) value

projection into real numbers, various methods are used.
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1)

y ot

Figure 4 — Defuzzyfication [18]
The centre of gravity method was used in this paper
defazzy AZ[(a3—a1)+(a2 —al):|'3_1+a1 (8)

The decision making group i.e. representative sample for each of the
selected cities comprised 10% of the population of each using USPT. All
participants were entitled to assess once each of the output parameters
and decision-making was equal.

Each participant was assigned a set of linguistic descriptors to describe
the values of output parameters. This provided as many sets as there were
participants in the assessment. Group decision-making differs from single (in-
dividual) on methodological and mathematical levels. In case of multiple deci-
sion makers it is, as a rule, necessary to apply spedal techniques in defining,
analysing and solving problems. |n this case of group decision-making, the
group synthesis with complete and incomplete information was applied.

In the case of the group synthesis with complete information, assu-
ming that all members (e=1,2,...,#) of the group G are considered equ-
al in decision making and all have performed evaluation of the optimality
criteria for the given hierarchy, all the individual preference scores were
aggregated at all levels of the hierarchy according to the expression [18]:

" 1/
W, = {H 4, ajj} (9)

where A, represents the preference of the decision maker to the attribute ;.
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In the case of the group synthesis with incomplete information micro-
aggregation at the position (;‘,J‘) in the given matrix is done by the geo-
metric mean of the assessments of those group members who expres-
sed the preference E, compared to the element £, . In this case it is ne-

cessary to have at least one of the decision makers declare for the value
a, . The modification of the previous form yields [18]:

u 1iaf
W :{Hﬂbj% (z)} (10)

lel

where /[ is a set of group members who evaluated the elements couple
(E,.E,) and M is the number of such members.

Phase 3. The third phase involves implementation of the DEA met-
hodology. Business units, their activities or processes are referred to as
Decision Making Units (DMU) in the DEA teminology. A DMU is actually
a business decision making unit whose efficiency is determined by a set
of inputs and outputs and their interdependence, Fig. 5.

m inputs cee DMU, cee s outputs
/
putS “ew DMU2 sen 5 outputs
/”' ;
Ty 7
m inputs cee DMU,, «se  soutputs
/ —

Figure 5— DMUj is determined by 1 inputs and § outputs
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Decision-making units are compared according to the level of diffi-
culty assessed according to the same parameters and the greater the set
of units, the more objective the analytical comparison process is. VWhen
calculating efficiency the appropriate DEA model is selected according to
the research objectives and designation of the obtained results. The third
phase is the actualization of the previous two with the crucial focus on
the correct interpretation of the results. In this phase, potential opportuni-
ties for business advancement are identified as well as implementation of
the defined and selected ameliorations. The main objective of the phase
is to strengthen the roots of the imperative of change. It is necessary to
thoroughly explore the consequences of the implementation of business
ameliorations and integration of knowledge gained in the organization.

This phase allows for the adoption of strategic and management de-
cisions and setting priorities in problem solving. The obtained results and
their detailed analysis present numerous possibilities for decision makers
to improve their business [19].

Case study application

The USPT service quality efficiency measuring was conducted in
sixteen medium-sized cities in Serbia, Table 2. Based on the theoretical
and practical experiences and uniformity of methodology for collecting
and presenting data, input/output indicators were selected (Table 1).

The criterion set K, (i =1,...,7) consists of two subsets:

— K" — subgroup of benefit type criteria, a higher value of the crite-
rion is preferred and

— K - subset of cost-type criteria, a lower value is preferable.

The values of the input and output parameters are defined according
to the studies considered.

Table 1.
Input-output parameters for measuring the efficiency of USPT
Criteria Min Max Numeric | Linguistic
Number of operating vehicles (NOV)
Number of drivers (ND)
Staff numbers (SN}

Reliability — punctuality of arrival (PA)

Ride comfort (RC)

Equipment and organization of the
stations (EOS)

Staff friendliness and tidiness (SFT)
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Input parameters were originally quantified variables (Table 2).

Table 2
Input parametres of USPT system efficiency.

Cities NOV ND SN
Novi Sad 211 687 1260
Subctica 87 180 450
Zrenjanin 90 187 395
Nis 127 297 832
Vranje 90 250 570
Kragujevac 62 149 395
Cacak 105 230 654
Jagodina 85 234 355
Valjevo 85 210 405
Loznica 80 180 480
Uzice 85 190 531
Krusevac 78 210 525
Kraljevo 72 198 587
Leskovac 98 234 532
Pozarevac 77 220 550
Novi Pazar 80 204 450

Output parametres are linguistic variables quantified using fuzzy lo-
gic. These values are considered to be the decision of the group and re-
present the quantified values of the output parameters of quality effici-
ency of the service provided by the USPT system (Table 3).

Table 3
Quality efficiency output parameters for the service provided by the USPT system.
Cities PA RC EOQS SFT
Novi Sad 93 80 85 90
Subctica 85 67 85 88
Zrenjanin 91 88 92 94
Nis 86 70 75 70
Vranje 60 55 77 49
Kragujevac 71 50 55 60
Cacak 91 77 85 87
Jagodina 88 88 90 91
Valjevo 76 80 82 84
Loznica 66 61 60 55
Uzice 66 50 52 55
Krusevac 51 40 55 60
Kraljevo 46 35 55 47
Leskovac 51 50 45 50
Pozarevac 51 59 53 51
Novi Pazar 71 70 70 60

D
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The measure of the USPT efficiency is determined by the output-ori-
ented model based on maximizing the outputs while keeping the inputs at
current levels.

¢ = max ¢ (11)

on condition that;

n
Z Ay < %
=1

L i—1.2.3...m (12)
Zﬂbjyﬁ. =gy, r=12,3,..,5; (13)
j=1

NA -1 4,20, j-123 .n (14)

j=1
USPT, is one of the USPT systems evaluated, where x;, and y,, are the
" input and the /" output for USPT,, respectively, while the USPT,
system is efficient if and only if the system evaluation ¢" =1 and A,=0

for every j except for USPT, for which 4 —1.

For a full assessment of efficiency the Slack-based model measu-
ring the efficiency using the same data and allowing a full assessment of
the inefficient systems was selected.

max{isj_JriS:] (15)

on condition that;

Zﬂbjxy +85 =0'x,,i=1,2,3,...m (16)
=1
Zi}.yﬁ -8 —y,.r—L23, .5 (17)
=1
Zij:l; /1}.20, J=123...n (18)

=l
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Using the Slack-based model makes it possible to determine the
margins of the input s~ (in other words to what extent the input parame-

tres are to be reduced i.e. rationalised) and the output s* (how much to
increase the output parametres of efficiency resulting from the implemen-
ted rationalisation i.e. the actual level of the results increase) for ineffici-
ent USPTs for them to achieve the best standards.

Results and discussion

As given in Table 4, out of 16 USPT systems analysed, five meet the
hecessary and sufficient conditions of the efficiency ie have the efficiency
evaluation and own standard equal to one, while all the other standards
Aj=0foreveryj=1,2 3,..., 16.

Table 4
USPT system efficiency evaluation.

USPT VRS

systems | Efficiency Benchmarks

Novi Sad |1,00000 [1,000 |Novi Sad
Subotica |1,00000 1,000 | Subotica
Zrenjanin |1,00000 (1,000 |Zrenjanin
Nis 1,06326 0,220 |Novi Sad 0,780 |Zrenjanin
Vranje 1,19481 1,000 | Zrenjanin

Kragujevac|1,00000 1,000 |Kragujevac
Cacak 1,00189 0,086 |Novi Sad 0,914 | Zrenjanin
Jagodina |[1,00000 |1,000 |Jagedina
Valjevo 1,06215 (0,367 |Zrenjanin 0,080 |Kragujevac |0,554 |Jagodina
Loznica 1,23373 |0,542 | Zrenjanin 0,335 |Kragujevac |0,122 |Jagodina
Uzice 1,32625 (0,672 |Zrenjanin 0,146 |Kragujevac |0,182 |Jagodina
Krusevac |1,35942 |[0,304 |Kragujevac |0,696 |Jagodina
Kraljevo |1,27668 |[0,565 |Kragujevac |0,435 |Jagodina
Leskovac |1,76000 1,000 | Zrenjanin
Pozarevac|1,26750 |[0,348 |Kragujevac |0,652 |Jagodina
Novi Pazar|1,11836 |0,176 | Zrenjanin 0,256 |Kragujevac | 0,568 |Jagodina

Pamuéar, D., Fuzzy-dea model for measuring the efficiency of the transport quality, pp. 40-61

&>



VOJNOTEHNICKI GLASNIK (MILITARY TECHNICAL COURIER), 2011, Vol. LIX, No. 4

The research shows that the USPTs in Nis, Vranje, Cacak, Valjevo,
Loznica, Uzice, Kruseavac, Kraljevo, Leskovac, Pozarevac and Novi Pa-
zar are inefficient.

The USPT Nis received the efficiency evaluation 6" = 1,06326 and
the standards: A, = 0,220; A; = 0,780 (A; > A;). This means that the
benchmarks for USPT are Nis, Novi Sad and Zrenjanin.

Based on the results given in Table 4, the following conclusions can
be drawn:

— for inefficient USPT systems in Nis, Vranje, Cacak, Loznica, Uzice
and Leskoavac the best benchmark is the third USPT system, i.e. the
USPT system in Zrenjanin.

— for inefficient USPT systems in Valjevo, Krusevac, Pozarevac and
Novi Pazar the best benchmark is the eighth USPT system, i.e. the
USPT system in Jagodina and

— for inefficient USPT systems in Kraljevo the best benchmark is the
sixth USPT system, i.e. the USPT system in Kragujevac.

The results of the Slack-based models show the boundary values of
the input and output parameters for the inefficient systems of USPT.

For the USPT in Nis:

57 =37, 5, —110; 5; —437; 57 -5, 5; —18, 57 —17 and s} —24.
For the USPT in Vranje:

s;=0;5 =63, 5 =175, 5 =31; 5 =33, 5; =15 and s; = 45.
For the USPT in Cacak:

s, =15, 85, =43, 5, =259, 5 =0; 5; =11, 57 =7 and s, =7.

For the USPT in Valjevo:

s, =0; 5,=0; s =32,1539; s =11,74502; s =4,97211,
57 =5,94422 and s, =5,62948.

For the USPT in Loznica:

s, =0; 5 =0; s, =8988712; s =1792696; s, =1425764,
s; =19,34861 and s; =27,23240.

For the USPT in Uzice:

s, =0; s5,=0; s, =14327756; s =21,53254; s, =32,44887,
s; =34,23108 and s, =33,48738.
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For the USPT in Krusevac:
s —0; s, —1,86957; s, —157.82609; 5T —31,82609;

5, —36,43478, 57 —24,34783 and s; — 21,56522.

For the USPT in Kraljevo:

s, =0; s, =12,04348; s, =209,39130; 5T =32,39130;
s, =31,52174, 57 =15,21739 and s; =26,47826.

For the USPT in Leskovac:

s, =8; 8, =47, 5, =137; 5f =40; 5, =38, 5; =47 and s; = 44.
For the USPT in Pozarevac:

s, —0; s, —15,56522; s, —181,08696; 57 —31,08696;

s, —15,78261, 57 —24,82609 and s, —29,21739.

For the USPT in Novi Pazar:

s, =0; s,=0;, s =77,73572; s =13,18194; s, =8,28552,
s; =11,40438 and s; =23,60292.

Based on the marginal values, it is necessary to implement a com-
plete rationalisation of the inefficient USPT systems inputs. With such in-
puts, it is necessary to achieve outputs characterized by the output para-
meters of reliability (punctuality of arrival), the ride comfort, equipment
and organization of the stations and staff friendliness and tidiness, grea-
ter than the value of the existing output margins. The benchmarks based
on which the rationalisation of the input and output parametres of the
inefficient USPTs is performed are shown in Table 4.

Conclusion

DEA methods of operational research are being increasingly used in
the transportation sector, for the comparative analysis of efficiency of en-
tities operating under similar conditions and using the same types of in-
puts to produce the same kind of outputs. In the case of quality efficiency
evaluation of the USPT systems, the DEA method is acceptable as it si-
multaneously takes into account multiple inputs and outputs and objecti-
vely evaluates the relative efficiency.

In all the selected cities, a standard survey on a sample of 10% of
the population using the USPT services was conducted. This means that
the presented studies included the service quality in terms of: availability
in space and time, services convenience of use and stability. The model
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being open can include even greater number of parameters which would
result in more objective assessment of the USPT service quality.

Based on the calculated performance the index value was made.
The DMU division into relatively efficient and inefficient ones was perfor-
med based on the calculated value of the efficiency index. In addition to
the relative efficiency of the USPT systems the DEA identified the
benchmark with more efficient USPT which are examples of good opera-
ting practice for the inefficient DMU.

The DEA methodology application provides efficient input/output le-
vels display for each inefficient unit with which it would become efficient.
Successful implementation of this methodology certainly depends on the
quality of the input data, a consistent choice of the input and output para-
meters used in calculations and requires a dynamic aspect of monitoring,
i.e. evaluation of performance for years in a row.
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FUZZY-DEA MODEL ZA MERENJE EFIKANOST| KVALITETA
TRANSPORTNE USLUGE

OBLAST: matematika (operaciona istrazZivanja)

Rezime:

DEA pristup omogtidava da se matemalickim programiranjem impli-
citno procenjuje odnos veceg broja ulaznih | izlaznit parametara uspesno-
sti. Rezultat toga je kvantifikacifa efikasnosti poslovanja preduzeca i pru-
Zanje mogucnosti sagledavanja odredenih nedostataka sa nivoa top me-
naczmenta. Nivoi efikasnosti odredeni na osnovu istih parametara ovaj
analticki proces éine objektivnim i omoguicavaju da se na oshovil procene
ukupne efikasnosti uspesno identifikuju primeri najbolje prakse. U radu je
prikazan fuzzy-DEA model za ocentt efikasnosti sistema javnog gradskog
i prigradskog prevoza. Fuzzy-DEA model omogtidava wvid u frenttno sta-
nje pruzanja kvaliteta usluga sistema JGPP-a i daje predioge za unapre-
denje neefikasnih sistema JGPP-a do nivoa svoji najboljifh standarda. Ta-
kva kvantifikacija omogucuje formiranje dugoroéno stabilnog sistema
JGPP-a. Posto vedinu prikuplienih podataka karakterise visok stepen ne-
izvesnosti, subjektivniosti i neodredenosti, za prikaz opisanih neizvesnosti i
neodredenosti koriséena je fuzzy logika. Fuzzy lingvistickim deskriptorima
opisani su izlazni paramefri DEA modela. Na taj naéin fuzzy logikom omo-
giicena je eksploatacija tolerancife koja postoji pri nepreciznosti, nejasnodi
i parcijalnoj istinitosti dobijenih rezultata istrazivanja.

Uwvod

Znacaj i tloga javnog gradskog | prigradskog prevoza putnika (JGPP)
Je nezamenjiva funkcifa u Zivotu svih gradana, privrede i svih aktivnosti u
gradu. Kvalitet prevozne usilige ovog sistema ufice na efikasniost svih proiz-
vodhih, pratecit procesa i drugih aktivnosti fjudi u gradu. Uloga lokalnit via-
sti 1 ovim procesima je kijucna, jer one moraju da stvore uslove za dugoro-
Can stabilan sistem JGPP-a. Pored toga, treba omogiiéiti da se sistem raz-
vifa u kontrolisanim uslovima koji de realizovati zahtevani kvalitet kao jedini
pravi pokazatelf njegove uspesnosti. Sistem JGPP-a je delatnost koja anga-
Zuje velika sredstva uloZzena u resurse: vozila, zaposiene, objekte i opremt,
energiju | shiéno, pa je za ekonomiju gradova i drZzavu u celini od inferesa da
svako predizede JGPP-a efikasno funkcioniSe i rach. Mediutim, za gradove i
drzavui daleko je vedi interes kako obezbediti da ovaj sistem furikcioniSe bo-
lfe, odhosno kako stvoriti uslove da se kvalitet prevozne usluge podigne na
visi nivo i priblizi zahfevanom kvalitetu. Naime, delatnost javnog gradskog i
prigraciskog prevoza piitnika nije profitabilna, jer nema standardne ekoriom-
ske karakteristike, pre svega zbog injenice da se radi o javnoj usluzi. Nosi-
oci delatnosti JGPP-a su javna prediuzeda koja su u viasnistvu lokalnih ili re-
gionalnih viasti. U ovom sluéaju, nedostajuca sredstva do nivoa cene kosta-
nja — operativnih tekucih troskova poslovanja preduzeca i potrebniti finansi-
skih sredstava za razvoj obezbedliju se pre svega subvencijama drZzave.
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Predmet rada je merenje postojece efikasnosti zahtevanog Kvali-
teta usiuge sistema JGPP gradova primenom fuzzy-DEA modela. Cil
rada je da se na osnovu DEA dobije uvid u trenutno stanje pruZanja
kvaliteta usluga sistema JGPP-a ali i davanje predioga unapredenja
neefikasnih sistema JGPP-a do nivoa svojih najboljih standarda.

Relevantna literatura

Koncept DEA metodologije priZa mogucnost da se ova analiza
koristi uspesno i u proizvodnim | u usluZnim organizacijama. Zbog svo-
Je fleksibilnosti u primeni DEA je poslednijit godina mofivacija mnogim
autorima koji istraz uju efikasnost saocbracaja.

Ideju merenja efikasnosti razvio je M. J. Farrell sredinom dvade-
sefog veka kada je koristio pristup neparametarske granice efikasnosti
za merenje efikasnosti kao relativne udaljenosti od granice efikasnosti.

Znacajno je pomeniti rad Su, J. C. P. i M. M. Rogers {22]. Ovaj
rad bavi se istraZivanjem viSegodiSnje saobradajne efikasnosti zemalja
koje su &lanice Organizacije za ekonomsku saradnju i razvoj OECD
(Organization for Economic Cooperation and Development), koristedi
analizu obavijanja podataka za odredivanje ocena efikasnosti.

Pored istrazivanja koje je sproveo Su, J. C. P. i M. M. Rogers,
znacajno je i istraZivanje koje je sproveo Duygun Fethi, M., P. M. Jac-
kson, i T. G. Weyman({8]. Rad je bio inspirisan pokretom liberalizacije u
oblasti evropskog avio-saobracaja koji je ofpobeo krajem osamdesetih
godina. Prema [14] u brojnim istraZivanjima, a najvise Windle-a i
Good-a poredena je efikasnost prevoznika i pokazano je da su avio-
prevoznici na liberalnijem americkom trzistu efikasniji od svojif kolega
na evropskom trZistu koje je stroZe uredeno.

Oum i Yu koristili su DEA da ocene efikasnosti u analizi uticaja
odredenih promenljivih velidina na efikasnost evropskih Zeleznica [17].
U vecini ovih istraZivanjima koriséena je procedura u dva Koraka. U pr-
vom korakut merile su se efikasnosti i raspodele efikasnosti po odrede-
nim periodima i donosenje mera, a u drugom je koriscen Tobit model s
cilfem da se objasni uticaj opisnih parametara efikasnosti (parametara
koji ne mogu da se kvantifikuju) na efikasnost poslovanja.

U narednom delu rada, polazedi od relevantnif teorijskih pristiipa,
razvijen je fuzzy-DEA model za merenje efikasnosti sistema JGPP-a.
Navedeni model bice prikazan u narednom poglaviju rada.

Fuzzy-DEA model

Procesi planiranja saobracaja, organizacije fransporta i upravia-
nja saobracajem i transporfom povezani su sa donosenjem odredenih
odiuka. U zavisnosti od konteksta problema u odredenim sluéajevima
raspolaze se veoma precizrnim wlaznim i izlaznim podacima. U takvim
situacijama, uz pretpostavku postojanja adekvatnog modela koji dono-
siocu odiuke pomaZze u odiuGivanju, mogu da se obekuju zadovoljava-
Juca resenja koja proistiéu iz donefe odiuke. Meditim, Sesto postoji ne-
izvesnost podataka neophodnifh za donosenje odredenih odiuka, éesto
se odiuke donose na osnovii iskustva, infuicije i subjekfivne procene
odredenih parametara od strane donosioca odiuke.

&>

Pamuéar, D., Fuzzy-dea model for measuring the efficiency of the transport quality, pp. 40-61



VOJNOTEHNICKI GLASNIK (MILITARY TECHNICAL COURIER), 2011, Vol. LIX, No. 4

Potrebno je istaci da se subjektivie procene pojedinifi saobracajnif
parametara raziikuju od putnika do putriika, od donosioca odiuke do donosi-
oca odiuke. Samim tim u fazi matematickog modeliranfa saocbracajnif pro-
cesa &ifi su parametni nedovolino izvesni, neodredeni ili subjekfivho proce-
njeni, neophodno je korstiti matematitke metode koje mogt na zadovola-
vajudi nacin da trefiraju neizvesnost, neodredenost ili subjektiviiost.

Prilikom istraZivanja kvaliteta prevozne usiuge JGPP uoéen je
problem kvanifikacije izlaznith parametara: pouzdanost, komfor u vo-
Zniji, opremijeniost | uredenost stanica i fjubaznost i urednost osoblja.

Za kvanifikaciju navedenih parametara koriséena je teorija fuzzy
skupova koja predstaviia najpogodniji matemalti¢ki aparat za frefiranje
neizvesnosti, subjektivnosti viSeznaénosti i neodredenosti.

Primena opisane metodologije

Merenje efikasnosti kvaliteta usluge sistema JGPP-a sprovedena je
u Sesnaest srednjibh po velidini gradova u Srbiji (fabela 2). Na osnovu is-
kustava teorife i prakse i ujednacenosti mefodologije prikuplianja i pre-
zenfovanja podataka izabrani su ulazno/izlazni pokazatelji (tabela 1).

Skup kriterjuma K, (i=1,...,7) &ine dva podskupa:
— K" — podskup kriterijuma benefitnog tipa, veca vrednost kriterijuma
pozelinija i
— K — podskup kriterijuma troskovnog fipa, manja vrednost poZelinija.

Vrednosti ulaznih i izlaznih parametara definisani su na osnovu
istrazivanja. Ulazni parametri su izvorno kvantifikovane promenijive i
prezentovani su u tabeli 2.

{zlazni parametri su lingvisti¢ke promenljive koje su kvantifikova-
ne primenom fuzzy logike. Ove vrednosti smatraju se odiukom gripe i
predstavijaju kvantifikovane vrednosti izlaznith parametara efikasnosti
kvaliteta pruzanja usluge sistema JGPP-a (tabela 3).

Rezultati i diskusija

Rezultati primene Modela 1 dati su u fabeli 4.

Kao $to je prikazano u tabeli 4, od Sesnaest analiziranif sistema
JGPP-a pet ispunjava i potreban i dovoljan uslov efikasnosti, odnosno
imaju ocentu efikasnosti | sopstveni standard jednak jedinici, dok su svi
ostali standardi Aj = 0 za svakoj=1,23,..,16. 5

Istrazivanje je pokazalo da JGPP u Nisu, Vranju, Cacku, Valjevu,
Loznici, Uzicu, Kruseveu, Kraljevu, Leskoveu, PoZareveu i Novom Pa-
zaru nije efikasan.

Za sistem JGPP u Nisu dobijena je ocena efikasnosti 0% = 1,06326
i standardi: AT = 0,220; A3 = 0,780 (A3 > A1). To znaéi da su benchmark-
ovi za JGPP u Nisu JGPP u Novom Sadu { JGPP u Zrenjaninti.

Na osnovu rezultata koji su prikazani u tabeli 4 mogu da se izve-
du sledeci zakljucei: 3
— za neefikasne sisteme JGPP-a u Nisu, Vranju, Caéku, Loznici, UZicu
i Leskoveu najbolji benchmark je tredi sistem JGPP-a, odnosno sistem
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JGPP-a u Zrenjaniniu;

— za neefikasne sisteme JGPP-a u Valjevu, KruSeveu, PoZareveu i No-
vom Pazaru najbolji benchmark je osmi sistem JGPP-a, odnosno si-
stem JGPP-a u Jagodini i

— za neefikasne sisteme JGPP-a u Kraljevu najbolji standard je Sesti
sistem JGPP-a, odnosno sistem JGPP-a u Kragiijeveu.

Rezultati Slack-based modela pokazuju graniéne vrednosti ila-
znih i izlaznih parametara za neefikasne sisteme JGPP-a.

Na osnovu dobijenih vrednosti margina neophodnio je da neefika-
sni sistemi JGPP-a izvre racionalizaciju svojiti inputa. Sa takvim inpu-
tima neophodno je da ostvare outpiife, koji su okarakterisani izlaznim
parametrima Pouzdanost (taénost nailaska vozila), Komfor u vozZnji,
Opremijenost | uredenost stanica i Ljubaznost i urednost osoblja, vece
od postojecih za vrednosti izlaznih margina. Benchmark-ovi po ugledu
na koje ¢e neefikasni JGPP-ovi izvr$iti racionalizaciju ulaznih i izlaznih
parametara prikazani su u tabeli 4.

Zakljuéak

DEA metoda operacionit: istraZivanja sve vise se koristi, u sekforu
transporta, za komparativnu analizu efikasnosti entiteta koji rade pod
sliénim uslovima i koriste iste vrste waza da bi proizveli iste vrste izla-
za. U sluéaju ocene efikasnosti kvaliteta sistema JGPP-a, DEA metoda
Je prifivatliiva jer istovremeno Lizima u obzir vise ulaza i izlaza i objek-
tivno ocenjuje relativnu efikasnost.

U svim posmatranim gradovima sprovedena je standlardna anketa na
uzorku od 10% popuilacije grada koja koristi usluge sistema JGPP-a. To
znadi da su navedena istrazivanja obutivalila kvalitet usluge u smislu: pristu-
pacniost u prostorut | vrement, pogodnost ushuge za koriséenje i stabilnost
usiuge. Posto je model ofvoren mogiice je ukijuditi i vedi broj parametara Sto
bi rezuftiralo objektivrijemn merenju Kvaliteta ushuge sistema JGPP-a.

Na osnovu izradunate vrednosti indeksa efikasnosti izvrsena je
podela DMU-ova na relativno efikasne i neefikasne. Primenom DEA,
pored relativne efikasnosti sistema JGPP-ova, idertifikovani su ben-
Smarkovi sa efikasnim sistemima JGPP-a, a koji pruZaju primer dobre
operativne prakse za neefikasni DMU.

Primenom DEA metodologije prikazani su efikasni waznofziazni
nivol za svaku neefikasnu jedinicu sa kojima bi ona postala efikasna.
Uspesna primena ove metodologije svakako zavisi od kvaliteta ulaznih
podataka, usaglasenog izbora waznih i izlaznit parametara koji se ko-
riste u kalkulacijama i zahteva dinami¢ki aspekt posmatranja odnosno
ocenu efikasnosti za vise godina.

Kljuéne redi: Data Envelopment Analysis, fuzzy logic, javni gradski pre-
voz, kvalitet transporta.

Datum prijema &lanka: 08. 08. 2011.
Datum dostavijanja ispravki rukopisa: 20. 08. 2011.
Datum konaénog prihvatanja élanka za objavijivanje: 22. 08. 2011.

Pamuéar, D., Fuzzy-dea model for measuring the efficiency of the transport quality, pp. 40-61

D



VOJNOTEHNICKI GLASNIK (MILITARY TECHNICAL COURIER), 2011, Vol. LIX, No. 4

EMULSIFICATION USING
MICROPOROUS MEMBRANES

Vladisavljevic T. Goran,

Chemical Engineering Department, Loughborough University,
United Kingdom,

Vin€a Institute of Nuclear Sciences, Belgrade, Serbia

FIELD: Chemical Technology

Abstract:

Membrane emulsification is a process of injecting a pure dispersed
phase or pre-emuision through a microporotis membrane into the contintio-
us phase. As a resullt of the immiscibility of the two phases, droplets of the
dispersed phase are formed at the otitlets of membrane pores. The droplefs
formed in the process are removed from the membrane sutface by applying
cross-flow or stiring of the confintious phase or using a dynamic (rotating or
vibrating) membrane. The most commonly used membrane for emulsifica-
tion is the Shirasu Porous Glass (SPG) membrane, fabricated through spi-
nodal decomposition it a melt consisting of Japanese volcanic ash (Shira-
su), boric acid and calcium carbonate. Microsieve membranes are increa-
singly popular as an alternative to highly tortuous glass and ceramic mem-
branes. Microsieves are usually fabricated from nickel by phofolithography
and electropiating or they can be mantfactured from silicon nitridle via Reac-
tive Jon Etching (RIE). An advantage of microsieves compared to the SPG
membrane is in much higher transmemhbrane fluixes and higher tolerance fo
fouling by the emulsion ingredients due to the existerice of short, straight-
through pores. Unlike conventional emtiisification devices such as high-
pressure valve homogenisers and rofor-stator devices, membrane emulsifi
cation devices permit a precise controf over the mean pore size over a wide
range and during the process insignificant amount of energy is dissipated as
heat. The drop size is primarily determined by the pore size, biit it depends
also on cther parameters, such as membrane wettability, emulsion formiia-
tion, shear stress on the membrane surface, fransmembrane presstre, efc.

Key words: Membrane emulsification, microsieve, Shirasu Porous
Glass (SPG) membrane.

Introduction
C onventional emulsification devices are high-pressure valve homoge-

nisers, static mixers, and rotor-stator systems, such as colloid mills,
stimed vessels, and toothed disc turbines [1]. In these devices, a preliminary
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emulsified mixture, called pre-emulsion, is forced through a high-shear region
near the rotor, or through valves, nozzles or baffles to promote mixing and
turbulence and thereby to break up the large drops into smaller ones. This
“top-down” approach does not allow a close control over the mean drop size
and the drops are usually highly polydisperse. This is due to the exposure of
the drops to variable shear and pressure fields, with very high shear rates ne-
ar the rotor and negligible shear in “dead zones”. Over the past two decades
new emulsification techniques have been developed for production of emulsi-
ons directly, without a pre-emulsification step, simply by injecting a dispersed
phase through micro- channels, pores and nozzles. These “bottom-up” met-
hods include membrane emulsification [2], ink-jet printing [3], microfluidic rou-
tes [4], and microchannel emulsification [5]. They can afford uniform drops of
tuneable size, because the size of the drops is controlled by the size of the
pores or channels, rather than by the size of the turbulent eddies or vortices
which cannot be precisely controlled. This paper reviews the latest develop-
ments in formation of emulsions using microporous membranes.

Membrane emulsification (ME)

Membrane emulsification is a process that forms emulsion by injec-
ting a pure dispersed phase or pre-emulsion through a microporous
membrane into the continuous phase. Operating methods and systems
for ME are described schematically in Fig. 1.

(a) Cross flow system (b) Stirred cell —tube (c) Stirred cell —flat
membrane membrane

{d) Rotating flat {e) Vibratingrotating (f) Premix ME
membrane tube membrane

Figure 1 — Typical operating methods for membrane emulsification (ME).
Slika 1—- Tipi€ni nagini izvodenja membranskog emulgovanja (ME).
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Direct Membrane Emulsification (ME)

In direct ME shown in Figs. 1(a)-(e), droplets are produced in situ by
injecting a pure liquid (the dispersed phase) through the membrane into a
second immiscible liquid (the continuous phase) [2]. Hydrophobic and
hydrophilic membranes are needed to produce water-in-oil (WW/O) and oil-
in-water (OAV) emulsions, respectively. At low production rates, droplets
can be formed in the absence of any shear, solely by the action of inter-
facial tension [6, 7]. At small interpore distances “push-off’ force as a re-
sult of droplet-droplet interactions on the membrane surface may assist
in droplet detachment [8]. In order to obtain uniform droplets at higher
throughputs, a shear stress is generated on the membrane surface. The
size of the drops formed under shear stress on the membrane surface is
a result of interplay between interfacial tension force, viscous force in the
pores due to flow of the dispersed phase and drag force arising from a
movement of the continuous phase relative to the drop surface. Shear
stress on the membrane surface is usually generated using a cross-flow
pump (Fig. 1 a) [1] or a stirer (Figs. 1b and 1c) [9]. Cross-flow ME
systems usually employ a tubular glass, ceramic or metallic membrane.
The continuous phase flows inside the membrane tube, whereas the
pressurised dispersed phase permeates across the membrane wall radi-
ally, from the shell side to the tube side [10]. To further increase the thro-
ughput, the continuous phase can be introduced into the membrane tube
radially, thereby forming spiral streamlines in the axial direction that exert
a strong centrifugal force on the inner surface of the membrane (“swirl
flow™) [11]. Cross-flow systems are easy to scale up and offer a constant
shear rate along the membrane surface. On the other hand, stirring
systems are easier to operate and a batch volume can be very small, just
10 mL, which can be advantageous for some medical applications, e.g.
preparation of emulsions loaded with anticancer drugs [12].

The shear stress can also be generated by a dynamic membrane
shown in Figs. 1(d) and (e), in which case the droplet detachment from
the membrane surface is facilitated by rotating [13-14] or vibrating [15-16]
the membrane within the otherwise static continuous phase. In a dynamic
membrane system, the shear on the membrane surface is decoupled
from the cross-flow velocity. Cross flow of the continuous phase is only
used to carry droplets away from the module and not to provide a surface
shear. The shear is controlled by the rotational speed or the frequency
and amplitude of the membrane. Thus, very low cross-flow velocities can
be used and recirculation of the product stream is not necessary, which
is useful to prevent secondary break-up of large droplets. Kosvintsev et
al. [17] modified a commercial Weissenberg ‘plate and cone’ rheometer
by replacing a nomally impervious plate underneath the cone with the
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membrane and pemitting the injection of the dispersed phase from un-
derneath the membrane under constant shear-stress condition (Fig. 1d).
It has been shown that the simple paddle-stimred cell (Fig. 1c) with a non-
uniform shear profile on the membrane surface provides the same de-
gree of drop size uniformity as the modified Weissenberg rheometer with
a constant shear-stress operation [17]. Because of that, the modified We-
issenberg rheometer was abandoned as a drop generation device and a
simple paddle-stirred cell has become increasingly popular as a viable al-
ternative to cross-flow ME systems. Membrane vibration through piezo-
actuation has been first applied by Zhu and Barrow [15] to provide extra
control over droplet detachment in cross-flow ME. Holdich et al. [16] have
introduced a vibrating tubular membrane system to control drop genera-
tion without any cross flow.

Premix Membrane Emulsification (ME)

In premix ME shown in Fig. 1(f), fine droplets are produced by pas-
sing a pre-emulsion through the membrane [18] or the porous bed of uni-
form particles [19]. If the membrane surface is wetted by the dispersed
phase of the original emulsion, a phase inversion can occur during the
process, leading to the formation of a W/O emulsion from an OV pre-
mix or vice versa [20]. Another important factor for the operation of the
process is the pressure difference across the membrane. If the pressure
difference is lower than the capillary pressure in a pore, the droplet can-
not penetrate the pore, which leads to demulsification [21] rather than ho-
mogenization of the pre-emulsion. In order to achieve additional droplet
size reduction and improve droplet size uniformity, the emulsion can re-
peatedly be passed through the same membrane, usually up to 5 times
[22-25]. Repeated membrane homogenisation was originally developed
for homogenisation of large multilamellar and unilamellar lipid vesicles
using track-etch polycarbonate membranes [26]. An overview of the dro-
plet break-up mechanisms and governing process parameters in premix
ME has been provided by Nazir et al. [27].

Choice of membrane for ME

The Shirasu Porous Glass (SPG) membrane is the earliest and most
common membrane for ME, manufactured from the Na,O-CaO-MgO-
Al,0;-B,0:—-Si0, mother glass through phase separation by spinodal de-
composition [1, 28-29]. The mother glass is prepared by mixing and mel-
ting Shirasu, calcium carbonate, and boric acid. Shirasu is a Japanese
volcanic ash deposit from the southern Kyushu containing about 77%
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Si0, and 10-15% Al,O; in addition to minor amounts of other inorganic
oxides. After the mother glass is formed into tubes, it is treated at
650-750 °C for the period ranging from several hours to several tens of
hours. This heat treatment causes the phase separation of the homoge-
heous glass melt into the acid-insoluble Al,O;—SiO, phase and the acid-
soluble Na,O-CaO-MgO-B,0O; phase, as shown in Fig. 2. The phase se-
parated glass is then immersed into a hydrochloric acid solution to dissol-
ve the Na,O-CaO-MgO-B,0O; phase, which results in the formation of a
porous Al;O;—SiO, skeleton with a typical porosity of 50-60%. If the volu-
me percent of the acid soluble phase is outside the above range, separa-
tion may take place by the nucleation and growth mechanism leading to
the formation of discrete spherical particles of one phase surrounded by
a continuous matrix of the other.

Shirasu Boric acid Calcium carbonate
Homogeneous
mother Melting at 1350°C )
lass Acid soluble phase
s | (Na,0-Ca0-MgO-B,0,)

Forming

Cooling to 650-750°C

Acid leaching  «~HCl  4¢id insoluble phase

(8i0,-A1,05)

SPG membrane

Figure 2 — Fabrication of the Shirasu Porous Glass (SPG) membrane.
Slika 2 — Dobijanje membrane od Shirasu poroznog stakla (SPG)

The SPG membrane has a uniform internal structure with no voids or
cracks [30] and is commercially available with a wide range of mean pore
sizes (0.050-20 um) [6]. The surface of the SPG membrane can be rende-
red hydrophobic by a chemical modification with organosilane compounds
[31] or by a physical coating process with silicone resin [32]. The SPG can
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also be made with thermoresponsive hydrophilic-hydrophobic surface pro-
perties via the layer-by-layer deposition of silica hanoparticles and grafting
poly(N-isopropylacrylamide) (PNIPAM) brushes on the particle surfaces
[33]. A hydraulic resistance of the SPG membrane is relatively high due to
the high wall thickness of around 100 um, but it can be reduced by making
the membrane structure asymmetric [34]. The SPG has a higher water to-
lerance than the VYCOR® porous glass due to a higher Al,O; content
(10-15% as compared to 0.5% of the Vycor glass). The chemical durability
of the SPG against alkaline solutions is relatively poor, but can be impro-
ved by incorporating ZrO, into the glass skeleton [35]. The alkali resistance
of the SPG membrane containing 3 mol% ZrO, in the mother glass is abo-
ut 3.5 times higher than that of the conventional SPG membrane [35].

Figure 3 — Uniform droplets formed in direct ME using the SPG membrane
Slika 3 - Uniformne kapi dobijene direktnim ME primenom SPG membrane

The formation of uniform oil droplets on the surface of the PG mem-
brane is shown in Fig. 3. In direct ME, the mean droplet size is 3—4 times
larger than the mean pore size of the SPG membrane and a relative
span of droplet size distribution is in the range of 0.25-0.45 [36]. A disa-
dvantage of direct ME using the SPG membrane is that the transmem-
brane flux should be maintained at relatively low levels (10-100 Lm~h™)
to avoid transition from dripping to a continuous outflow regime. Uni-
formly sized droplets can only be formed in the dripping regime [37-38].

In the past 10 years, microsieve membranes are increasingly being
used in ME to obtain high transmembrane fluxes at low transmembrane
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pressures [39]. Microsieves are microfiltration membranes manufactured
by semiconductor fabrication methods [40] Typical microsieves used for
ME are Aquamarijn'® sieves fabricated in silicon nitride by reactive ion
etching [41-43], nickel microsieves formed by electroplating (Stork Veco
BV, NL and Micropore Technologies Ltd, UK [44-45, 7]) and stainless
steel microsieves with laser drilled pores (Disperse Technologies Ltd, UK
[46]). Because microsieves are ultra-thin foils with straight-through pores
and a very low intemal pore area, they are less prone to fouling by emul-
sion ingredients than highly tortuous SPG membranes. It is especially an
important issue in pre-mix ME, because a whole emulsion, rather than a
pure dispersed phase, is injected through the membrane.

The LIGA process (Geman acronym for Lithographie, Galvanofor-
mung, Abformung, which means Lithography, Electroplating, and Mol-
ding) was originally developed in the early 1980s at the Karlsruhe Rese-
arch Center (Forschungszentrum Karisruhe). As shown in Fig. 4a, the
UV-LIGA process consists of three main steps. UV lithography (UVL),
membrane nickel electroforming and membrane release. The UVL starts
with spin coating of positive photoresist on a flat conducting metal sub-
strate. If the substrate is not electrically conductive, it should be coated
with a thin layer of conductive material, such as gold. The photoresist is
exposed to UV light through a mask that determines the geometry of the
pores. The photoresist is then developed in a developer to remove the
exposed parts of the photoresist, rinsed in deionised water and dried.
The sieve is then electroformed in a nickel electrolytic plating bath to de-
posit a nickel film in the voids left by the removed photoresist. The nickel
foil will be perforated at the regions on the substrate masked by the pho-
toresist. Starting from a particular size of the photoresist areas on the
substrate, the final perforation diameter can be adjusted as small as desi-
red by nickel overgrowth over the masked areas in the electroplating
operation. The membrane is released from the substrate by submerging
in water and applying ultrasound. A pure nickel membrane is inherently
hydrophobic, but can be made hydrophilic by a treatment with a wetting
agent. Nickel microsieves can be produced with a variety of different pore
shapes, including slotted pores [47].

The process used for fabrication of Aquamarijn® microsieves is de-
scribed in Fig. 4b. It consists of four main steps: chemical vapour deposi-
tion (CVD) of a silicon nitride film on a silicon substrate, photolithography,
reactive ion etching (RIE) of the silicon nitride film, and anisotropic wet
etching of the silicon substrate. First, a layer of silicon nitride is deposited
on the surface of a single crystal silicon substrate by CVD. This layer is
formed by a reaction between dichlorosilane (SiH,Cl,) and ammonia
(NH) at elevated temperatures and low pressures. A positive photoresist
is then applied to the surface of the silicon nitride film and exposed to the
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UV light through a mask. After the exposure, the photoresist is developed
in a dilute NaOH solution to remove the exposed photoresist and form
the photoresist mask having a pattern of openings. The silicon nitride ex-
posed in these openings is etched by CHF:/O; reactive ion etching (RIE)
to form a pattem of pores corresponding in locations to the openings in
the photoresist film. After dry etching of silicon nitride, the silicon under-
heath the membrane is etched by anisotropic wet etching using a KOH
solution. Finally, the microsieve is treated with air plasma to grow a
hydrophilic silicon dioxide layer on the membrane surface.

{a) Nickel microsieve {b) Silicon nitride microsieve
—— 5y
Conductor CVD of 8i3N, 5i
Positive ~ Positive

O PhotoTesist ——— PhOtOresist
Photoresist Photoresist R
dep osition deposition

UV Light UV Light

Photo- Photo-
lithography lithography

LH B W1 L_Eu =n &= =
Developing Developing
Nickel [ _ 1™ M= ™ F
electroforming RIE of 5i3N,

Nickel
f— . 1 1 r 1 r1 ¢

%I B8 A membrane Removing the

Mi : photoresist
icrosieve L m 1]
release
Wet etching of __ SNy
the Sisubstrate © "' "' "' " membrane

Wetting agent oy Wetting .
dep usitgiung Bl B agent Oxidation of = E— Si0,

SiINy surface

Figure 4 — Fabrication of microsieve membranes.
Slika 4 — Dobijanje membrana od mikrosita.

Precision pores suitable for ME can also be made by pulsed laser
drilling of stainless steel [14, 46]. A focused laser beam can melt and va-
porise a small area of the material to produce micropores. Pulsed lasers
heed to be used to prevent heating up of the surroundings of the inten-

ded pore.
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Governing operating parameters in ME

The effect of operating parameters on the droplet size in direct ME
has been the subject of several reviews [48-53]. The major factors affec-
ting the droplet size are microstructure and wetting properties of the
membrane (pore size distribution, pore geometry, pore spacing and tortu-
osity), but other parameters also play an important role, such as tran-
smembrane flux, shear stress on the membrane surface, viscosities of
the continuous and dispersed phase, choice of surfactants, emulsion for-
mulation, etc. The droplet size in ME has been predicted analytically,
using several force balance and torque balance models [54-58], and
computationally, using the Computational Fluid Dynamics (CFD) simulati-
ons [54, 59-60] and the Surface Evolver software [61-62].

Surfactant type

The role of surfactants in ME is to rapidly adsorb to the newly formed
oil-water interface to facilitate the droplet detachment and stabilise the for-
ming droplet by reducing the interfacial tension. The effect of dynamics of
adsorption of surfactants at the liquid-liquid interface on a droplet size has
been studied by several researchers [10, 61, 63]. As a rule, the faster the
emulsifier molecules adsorb to the newly formed interface, the smaller the
droplet size of the resultant emulsion becomes. Surfactant molecules sho-
uld not adsorb to the membrane surface, since otherwise the membrane
can become fouled by the surfactant molecules or the dispersed phase
can spread on the membrane surface. The effect of the emulsifier charge
on droplet formation has been investigated by Nakashima et al. [64] for the
SPG membrane and by Kobayashi et al. [65] for silicon microsieves. It has
been found that surfactant molecules must not have the charge opposite to
that of the membrane surface. An untreated SPG membrane has a negati-
ve surface potential of —15 to -35 mV in an agueous solution at pH 2-8,
due to dissociation of acidic silanol groups (Si-OH S SiO™ + H*). Hence,
for this case, the use of cationic emulsifiers such as alkyl-substituted qua-
temary ammonium salts must be avoided. The same conclusion is valid for
hydrophilic silicon microsieves, which also contain silanol groups on the
surface. Zwitterionic surfactants are also unsuitable, even when they carry
a net negative charge. For example, an SPG membrane can become fou-
led by lecithin at pH 3 due to electrostatic interactions between positively
charged groups (e.g. -N{(CHs);" or -NH;") on the lecithin molecules and
hegatively charged silanol groups on the SPG membrane, although at pH
3 the net charge of lecithin molecules is negative [66]. Consequently, posi-
tively charged surfactants cannot be used in conjunction with SPG mem-
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branes and silicon microsieves. One solution to this limitation is to prepare
emulsion first using nonionic or anionic surfactant and then to displace this
surfactant by the surfactant with positively charged groups using the sur-
factant-displacement method [67].

Transmembrane pressure and wall shear stress

The minimum transmembrane pressure for driving the dispersed
phase through the pores is known as the capillary pressure P, and is
given by the Laplace equation:

P o_ dy cos @
cap d

£

(1)

where yis the equilibrium interfacial tension at the liquid-liquid interface,
¢is the contact angle at the interfacial line between the two liquid phases
and the membrane surface, and d, is the mean pore diameter of the
membrane. The capillary pressure in premix ME is given by [68]:

y[2+2a°/N2a’ -1 xarccos(l/a’ )—4a’ ]
a+\/a2—1

where a = di/d, and d, is the mean droplet size in the pre-emulsion. If
di/d, » 1, e.g. for very large droplets, the capillary pressure is given by
Eqg. (1). In premix ME, the optimum transmembrane pressure is typically
10-50 times greater than the capillary pressure [23]. In direct ME using
the SPG membrane, the fransmembrane pressure is up to 8F,,, and the
wall shear stress is 2-40 Pa [37]. The higher the shear stress on the
membrane surface, the higher the maximum pressure that can be ap-
plied to obtain uniform droplets. The shear stress on the membrane sur-
face in a cross-flow system with a tubular membrane is [69]:

T—(d, /NAp, /L) (3)

P

oap

(2)

where d,is the inner diameter of the membrane tube and Ap;, is the pressu-
re drop for overcoming friction resistance in the membrane tube over a
length L. In the case of laminar flow inside the membrane tube (Re; <
2300), Eq. (3) is simplified to: 7= 8n,v/d, where v, is the mean velocity of
the continuous phase inside the membrane tube and 7, is the viscosity of
the continuous phase. In the case of a turbulent flow, Eq. (3) has the form:

r=A(p,v} /8) 4)
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where p, is the density of the continuous phase and 1 is the friction
factor, which is at 2,500 < Re; < 100,000 given by the Blasius equation:

A—03164Re,"” (5)

In ME using a stirred cell with a simple paddle stirrer, the shear
stress on the membrane surface varies with the radial distance ¢ from the
stirer axis, according to the equations [70]:

For < fyans T — 0.825;76&»*% (6)

0.6
FOr > Fyans r=0.8257, 07, {rf—”g] L (7)
v o

where Jis the boundary layer thickness, @ is the angular velocity of the
stirrer, and #,.ns IS the transitional radius, i.e. the radial distance at which
the shear stress is greatest:

0.036

R

F}nms = 1232 057"‘0352 é nbn'llﬁ eC (8)
2 CAC 1000 +1.43Re,

where D is the stirrer diameter, C is the cell diameter, b is the blade
height, n, is the number of impeller blades, and Re, is the Reynolds
number given by ap.D*(27m.).

Conclusions

Microengineering “bottom-up” strategies for emulsion formation offer
a great potential in manufacturing droplets of a controlled size in a gentle
manner. Membrane emulsification involves injecting a pure dispersed
phase or pre-emulsion through a microfiltration membrane into the conti-
nhuous phase. In order to ensure droplet detachment from the membrane
surface, a shear stress is generated on the membrane surface by agita-
ting or recycling the continuous phase in the static membrane system or
vibrating/rotating the membrane in an otherwise static continuous phase.
In principle, any microporous membrane can be used, but the majority of
investigations have been done using the Shirasu Porous Glass (SPG)
membrane and metal microsieves. The advantage of using microsieve
membranes is in much higher transmembrane fluxes that can be achie-
ved and their straight pores with a low internal surface area that do not
easily become fouled by the emulsion constituents.
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EMULGOVANJE PRIMENOM MIKROPOROZNIH MEMBRANA
OBLAST: hemijske tehnologije
SaZetak:

Pri membranskom emuigovanju se &ista disperzna faza ili gruba
emuizija propustaju kroz mikroporoznu membranu u kontinualnu fazu
pri éemu se usled nemesdljivosti dve faze, na povrsini membrane formi-
raju kapi disperzne faze. Ove kapi se odnose sa povrSine membrane
recirkulacijom kontinualne faze iznad membrane u unakrsnom foku,
mesanjem kontinualne faze ili primenom dinami¢ke membrane, koja
moze biti rotirajuda ili vibraciona. Za emiulgovanje se najéesée koristi
membrana od mikroporoznog stakia proizvedena procesom spinodaine
dekompozicije u rastopljenoj smesi Japanskog vulkanskog pepela pod
nazivom “Shirasi’, kre€njaka i boroksida. U poslednje vreme se sve vi-
Se Koriste mikrosita od nikla proizvedena primenom fotolitografije i gal-
vanskog niklovanja i mikrosita od silicijum nitrida, proizvedena reaktiv-
nim jonskim nagrizanjem. Prednost mikrosifa u odnosu na staklene
membrane je u tome $to omogucavaju vece transmembranske flikse-
ve i $to se manje prijaju zbog pravih kratkih pora. U odnosu na klasié-
no emulgovanje u emulgatorima visokog pritiska i rofor-stator uredaji-
ma, pri membranskom emulgovanju se moZe precizno kontrokisati
srednja velidéina kapi u Sirokom opsegu a zanemarljivo mala koliéina
energije se rasipa u obliku toplote. Veliéina kapi je prvenstveno defini-
sana veliéginom pora, ali zavisi i od kvaSlivosti membrane, sastava
emiuiizije, napona smicanja na povrsini membrane, transmembranskog
pritiska, itd.

Kljuéne redi. membransko emiulgovanje, mikrosito, porozna staklena
Shirasu membrana.

Datum prijema é&lanka: 25. 09 2011
Datum dostavijanja ispravki rukopisa: 29.09.2011.
Datum konaénog prihvatanja élanka za objavijivanje: 30. 09. 2011.
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Abstract:

This overview summarizes the application of enzymes in the manu-
facture and design of biofuel cells and biosensors. The emphasis will
be put on the protein engineering techniques used for improoving the
properties of enzymes such as nanobiocatalysts, e.g. immobilization
orientation, stability, activity and efficiency of electron transfer between
immobilized enzymes and electrodes. Some possible applications in
the military and some future designs of these electric devices will be di-
scussed as well.

Key words: nanobiotechnology, enzyme logical gates, directed ev-
olution, high throughput screening, microfluidics, glicose oxidase,

army, cryptography.

Introduction

A nanobiocatalyst is a term reffering to a biocatalyst in the form of
enzyme or cell immobilized or modified with nanostructured materials,
such as hanoporous materials, nanoparticles, nanofibers and nanotubes [1].
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Recent advances in the nanoscale science and technology have brought
a new wave in the field of biocatalysis. Nanoscale engineering of biocatalysts
is greatly promising for the development of high performance biofuel cells and
novel biosensor systems [2, 3]. In addition, advancements in protein enginee-
ring technigues and bicinformatics are opening new possibilites for further im-
provements of biocatalyst performances in these devices [4].

Nanobiocatalysis in Biofuel Cells

Biofuel cells use biocatalysts to convert chemical energy into electrical. A
biofuel cell requires an anode and a cathode with immobilized enzymes or
cells, a supporting electrolyte medium to connect the two electrodes and an e-
xtemal circuit to use extractable power [5]. On the anode, organic compounds
oxidise, helped by an enzymeifcell, giving electrones to the electrode and on
the cathode another enzyme/cell receives these electrones from the electrode
and transmits them to the oxygen or another oxidizer like hydrogen peroxide.
One of the first enzymatic biofuel cells reported in the year 1963 was made
using glucose oxidase on the anode [6]. Today most of enzymatic cells are
obtained using glucose oxidase on the anode and cytochrome ¢ oxidase on
the cathode (Scheme 1).
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Scheme 1— An enzymatic biofuel cell. GOx- glucose oxidase; Cyt c-cytochrome c;
COx-cytochrome ¢ oxidase; PQQ-pyrroloquinoline, FAD-flavine adenine dinuclectide
Sema 1 — Enzimska biogorivna ¢elija. GOx-glukoza oksidaza; Cyt c-citohrom c;
COx-citohrom c oksidaza; PQQ-pirolohinoline, FAD-flavin adenin dinukleotid

<



Biocatalysis on the anode

Enzymes used on the anode are glucose oxidase [/, 8], formaldehyde
& formate dehydrogenase [9, 10], alcohol dehydrogenases [10-12] and
sugar dehydrogenases (fructose, glucose, cellobiose) [13-15]. Glucose
oxidases (GOx) have been isolated from many organisms, but most often
used forms in biofuel cells and biosensors are GOx from Aspergillus niger
and Penicillium amagasakiense. Three different classes of dehydrogena-
ses are used at the anodic compartment: quinoprotein-dehydrogenase, fla-
vin dependent dehydrogenases and NAD" dependent dehydrogenase.

Biocatalysis on the cathode

On the cathode, most often used enzymes are multicopper oxidases
such as laccases and bilirubin oxidase [16, 17], peroxidases such as hor-
seradish, microperoxidase [18] and cytochrome ¢ oxidase [19]. Laccases
and bilirubin oxidase contain four Cu centers in one protein molecule and
in a four-electrone reduction process, the final electrone acceptor oxygen
is reduced to water. Fungal laccases have broad substrate specificities
and are able to oxidize a wide range of organic compounds. Peroxidases
from plants like horseradish contain heme and they can transfer electro-
nes to water and generate hydrogen peroxide [20].

Miniature biofuel cells

Due to recent developments in nanotechnology, biofuel cells can be
miniaturized and used as power sources for electric medical devices
such as implantable sensors, pacemakers and insulin pumps [21, 22].
They use glucose and oxygen from blood as a source of electric energy.
The choice of enzymes for the nanobiocatalyst preparation in implantable
miniature biofuel cells is limited by the blood composition and physiologi-
cal conditions (e.g. pH, ions, glucose concentrations). Mainly cytochrome
c oxidase, laccase or bilirubin oxidase have been employed on the catho-
de, while glucose oxidase from A.niger and glucose dehydrogenase from
A.calcoaceticus are preferentially used on the anode.

Nanobiocatalysis in Biosensor Systems
Biosensors

A nanobiocatalyst can also be used for manufacturing biosensors,
devices that convert a chemical signal into an electrical one. The main
components of biosensors are a biological component, a transducer and

electronics, Scheme 2.
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Scheme 2 — Biosenosor with a bioactive element (B)
Serma 2 — Biosenzor sa bioaktivnim elementom (B)

A transducer senses a biochemical event and converts it to a poten-
tial change, electron transfer, light emitted or adsorbed by a product or
reactant, heat or mass change. Based on transducers, biosensors can
be: electrochemical, optical, piezoelectrical or thermal. The most often
used electrochemical biosensors can be based on amperometric, potenti-
ometric and impendance detection.

Bioactive components are cells or biological macromolecules such
as. enzymes, monoclonal antibodies, nucleic acids, and lipids. The most
often used biological components for biosensor manufacturing are
enzymes (glucose oxidase), usually in an immobilized form [23].

Enzyme Logical Gates

For injured civilians or soldiers at an accident spot, a rapid and relia-
ble diagnhosis of physiological conditions would allow immediate medical
intervention. Since the majority of battlefield deaths occur within the first
half an hour after injury, a rapid diagnosis and treatment are crucial for a
survival rate. In order to determine the type and the extent of an injury, it
is usually necessary to monitor several physiological parameters. A multi-
ple biosensor device (enzymatic reactions) connected similarly to electro-
hic circuits in computer logical gates can perform biocomputing and pro-
cess various biochemical information received from body fluids to deter-
mine the injury type [24, 25]. Various Boolean logic gates such as AND,
OR, XOR, NOR, NAND, INHIB and XNOR were made using
biomolecular switchable systems (proteins/enzymes, DNA, RNA, whole
cells) [26-29]. An example of the AND logical gate is shown in Scheme 3.

<



Glucose H,0,
: : 02:

Gluconic acid

-

Scherme 3 — AND logical gate made from glucose oxidase (GOx) and catalase (CAT)
Sema 3— AND logitko kolo napravljeno od glukoza oksidaze (GOx) i katalaze (CAT)

Protein Engineering for Nanobiocatalysis

Biocatalysts are not optimized for the application in bioelectroca-
talysis. Nonoptimal operating conditions, radical formation during electro-
ne transfer and a poor electric contact with the electrode diminish the po-
wer output and the operational life of these devices. Immobilization of bi-
ocatalysts on nanostructured materials, rational design and directed evo-
lution have successfully been used to improve the nanobiocatalyst pro-
perties such as activity towards artificial cofactors or electron mediators,
electrical contact between the enzyme and the electrode, stability in the
presence of an organic solvent, thermostability and stability in the pre-
sence of oxidizing reagens like hydrogen peroxide [4].

The rational protein design requires the knowledge of the protein
structure and the understanding of structrure-function relatioships. Due to
the lack of deeper understanding of these relations, directed enzyme
evolution is becoming increasingly important in protein design. Directed
evolution does not require a detailed knowledge of protein structures and
uses the principles of the Darwinian evolution from the nature and appli-
es them in the lab. In the iterative process of mutation and selection, bio-
catalysts are ,forced” to evolve in the direction needed for a better perfor-
mance on the electrode, Scheme 4.
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Scheme 4 — Basic steps of directed evolution.
Sema 4 — Osnovni koraci dirigovane evolucije.

The most limiting step in directed evolution is a screening process
and there is an enormous effort to develop high throughput screening
systems for gene libraries generated in directed evolution experiments.
These screening systems are usually performed in aqueous microdrpo-
lets of water in oil emulsions where in 1 mL of an emulsion it is possible
to Eerform 10" different reactions and screen libraries with sizes of up to
10°. For screening and sorting these microcompartments, scientists use
flow cytometry [30] or microfluidic devices [31, 32].

In the literature there is a growing number of articles with examples
of successful applications of protein engineering and directed evolution in
developing more efficient biocatalysts like glucose oxidase [30, 33],
glucose dehydrogenase [34], formaldehyde dehydrogenase [35], lactate
dehydrogenase [36], horseradish peroxidase [37] and laccase [38, 39] for
applications in biofuel cells and biosensor systems.

Glucose Oxidase

Glucose oxidase (GOx) from A.niger is the most studied enzyme in
electrochemistry for applications in biofuel cells and biosensors. It has a
molecular mass of around 155-160 kDa in its glycosylated form and con-
sists of two identical subunits. The Km value for B-D-glucose has been
reported between 11.0 and 41.8 mM. GOx catalyzes oxidation of glucose
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by molecular oxygen to gluconic acid and hydrogen peroxide. In order to
be better suitable for the application in miniature biofuel cells, glucose
oxidase has been evolved for higher activity and stability at physiological
conditions (pH 7.4, 4 mM glucose) and better activity with artificial elec-
tron mediators like ferrocene. A ferrocene-based assay for glucose oxi-
dase was used for screening approximatelly 2000 GOx mutants. A dou-
ble mutant of GOx (T30S, 194V) has increased k.,; comapred to wt (69.5
1/s WT,; 137.7 1/s T30S 194V) and increased pH and thermal resistance
[33]. In another directed evolution experiment, an ultrahigh throughput
screening system based on emulsion technology and FACS (fluorescent
activated cell sorter) was used for screening a high error prone PCR GOx
gene library containing 10° different mutants (30). Mutant M12 contained
five mutations (N2Y, K13E, T30V, 194V, K1562R) and 3.3 times increased
specificity constant compared to wt (2.49 mM/s WT; 8.26 mM/s M12).

Glucose Dehydrogenase

Using directed evolution techniques (gene shuffling approach), glucose
dehydrogenase from Bacillus megaterium was improved in its thermal stabi-
lity. The improved mutant contained two amino acid substitutions, Glu170Lys
and GIn252Leu [34]. To select active variants high-throughput screening was
performed in two steps: a filter-based prescreen of clones grown on agar pla-
tes using as a redox system 5-ethylphenazinium ethylsulfate and tetrazolium
salt and an NADH based quantification assay in microtitar plates. A crystal
structure of the double mutant showed that these two residues strengthen the
subunit-subunit interactions by stabilizing a hydrophobic cavity.

Formaldehyde Dehydrogenase

By substituting only one residue Ser 318 to Gly, the formaldehyde
dehydrogenase from Pseudomonas putida was improved in activity by
1.7 times [35]. The enzymatic assay was done by placing nylon membra-
hes soaked with detergent and p-nitroblue tetrazolium on diformazan
agar plates. The positive colonies that developed blue colour were further
analysed by the NADH-based assay in microtitar plates. The obtained
mutant unfortunatelly decreased its thermal residence.

Lactate Dehydrogenase

The lactate dehydrogenase from Bacillus stearmophillus is a thermo-
stable L-2-hydroxyacid dehydrogenase used in biofuel cells. It is allosteri-
cally activated by fructose 1,6-bisphosphate (FBF) resulting in a 100-fold
drop in K, and 2.5-fold drop in k., due to the tetramerization of the dime-
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ric form. After three rounds of family shuffling and screening 3000 clones
variants of lactate dehydrogenase, a mutant was found that could form a
tetrameric oligomer in the absence of FBP (36). The obtained mutant had
three substitutions (Arg118Cys, GIn203Leu, Asn307Ser) and K, for
pyruvate was reduced to 0.07 mM.

Horseradish Peroxidase

A plant horseradish contains several peroxidase (HRP) isoforms and
C isoenzyme is the most abundant. Thermal stability and resistance to
peroxide inactivation was improved for this enzyme using the directed
evolution [37]. Incresead activity and changed specificity and enantiose-
lectivity were also obtained by directed evolution [37, 40, 47]. Using the
emulsion technology and microfluidic devices, HRP also evolved for 7-
fold increase in activity [37]. Such high increase in activity was achieved
due to the screening of big gene libraries 107 in multiple rounds of direc-
ted evolution. This is one of the best examples that can be done by direc-
ted evolution if there is a good high throughput screening system.

Laccase

Laccases belong to the group of copper containing enzymes that can
oxidize various phenols by oxygen. It has been successfully expressed in
yeasts for directed evolution [42]. Using in vivo the recombination approach,
the thermostability of versatile (VL) and high redox potential laccases (HRPL)
was improved [39]. The activity at 65°C for VP was improved 3-fold while at
75°C the improvement was over 10-fold. The HRPL with evolved theromstabi-
lity was subjected to further rounds of directed evolution and the activity of the
best mutant OB-1 had 34000-fold enhanced activity [39].

Military Application of Nanobiocatalysts
Enzyme Logic Systems for Battlefield Injuries

There is a growing interest in the armies worldwide for developing a
field hospital-on-a—chip that could monitor a soldier's injuries and
administer medications. The Office of Naval Research is funding a
program entitled ,Integrated Sense and Treat Enzyme Logic Systems for
Battlefield Injuries” that if successful would provide U.S. soldiers with a
wearable device to constantly monitor vital signs and help treat wounds.
These microfluidic laboratories on-a-chip would allow unskilled personnel
to perform specialized tests in the field. The chip would
fluids like blood and sweat for the ,biomarkers” of common battlefield
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injuries like schock or fatigue and then automatically inject the
appropriate drugs. Preliminary results in these field with enzymatic logical
gates are making this apporach quite realistic [24, 43].

Information Security: Biomolecular keypad lock
systems, steganography and encrypting

The computing networks composed of enzyme logical gates can be
also used for mimicking a biomolecular keypad lock [44, 45]. A desighed
biochemical reaction chain was composed of several enzymatic reactions:
hydrolysis of sucrose to glucose, oxidation of glucose to oxygen and then
oxidation of ABTS dye to green product [46]. These reaction steps were
catalysed by invertase, glucose oxidase and microperoxidase. The
enzymes were immobilized on glass beads. The experiment was
performed when the order of the enzyme-encoded input sighals varied in 6
different combinations. Only one correct order of the input signals resulted
in output 1 (generation of green product). A similar enzyme-based keypad
lock was inegrated with the biofuel cell where only a comrect ,password”
(specific order of adding enzymes) resulted in the activation of the biofuel
cell, while all other ,wrong” permutations of the enzyme inputs preserved
the ,OFF" state of the biofuel cell [45].

Keypad Lock Security, Steganography and
Encrypting Based on Immunochemical Systems

A keypad lock device can also be made using an immuno-based bi-
orecognition system. Such a device was integrated with a switchable bio-
fuel cell that was giving power output only after the comect input of the
Jpassword” encoded in the antibody-sequence.

Steanography and encrypting was also demonstrated by using im-
munochemistry systems. 1gG antibodies were used as invisible ink deve-
loped with complementary antibodies labelled with enzymes producing
color spots [47]. This approach in the future could provide information
protection and watermark-technology and scaling down the encoded text
to a micro size is also feasible with the use of nanotechnology.

Conclusion

The development of nanotechnology, protein engineering and novel
concepts in molecular biocomputing have opened new possibilites in the
manufacture and design of biofuel cells and biosensor systems. These
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technologies will help in continuos monitoring of human health conditions
and increase survival rate under shock conditions. Novel concepts in
molecular biocomputing could also provide new ways of information
storage and protection.
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NANOBIOKATALIZATORI ZA BIOGORIVNE CELIJE
| BIOSENZORNE SISTEME

OBLAST: hemijske tehnologije

Rezime:

U ovom pregledniom &lanku je sumirana primena enzima u proiz-
vodnji i dizajnu biogorivnif ¢elija | biosenzora. Naglasak u pregledu Ii-
terature je stavijen na tehnike proteinskog inZinjeringa, koje se koriste
za poboljsanje osobina enzima u nanobiokatalizatorima kao $to su ori-
Jjentacija kod imobilizacije, stabilnost, aktivhost i efikasnost transfera
elektrona izmedu imobilizovanog enzima i elektrode. Na kraju pregleda
Je dato nekoliko primera moglice primene u vojsci.

Nanobiokatalizatori su biokatalizatori u obliku enzima ili celija imo-
bilizovani na nanomaferijalima.

Koriste se kao sastavni elementi gorivnih ¢elija u vidu imobilizova-
nif oksidoreduktaza na elektrodama. Na anodi se uz pomod enzima
oksiduju hemijska jedinjenja i elekfroni predaju elekfrodi, dok se na ka-
todi elektroni 1z pomod¢ druge oksidorediiktaze prebacuiju sa elektrode
na vodu ifi kiseonik. Enzimi koji se koriste na anodi su glukoza oksida-
za, formaidehid dehidrogenaza, alkohol dehidrogenaza i druge oksida-
ze Secera. Na katodi se uglavnom Koriste lakaze, bilirubin oksidaza,
peroksidaze i citohrom ¢ oksidaza. Zahvaljujuci razvoju nanotehnologi-
Je razvifaju se i minijaturne biogorivine celije koje proizvode elektriéniu
energiju za implantirane medicinske uredaje {insulinske pumpe, pejs-
mejkere, biosenzore) koristedi glukozu i kiseonik iz ljudske krvi.

Biosenzori predstavijaju uredaje koji se sastoje iz bioloske kom-
ponente, fransducera i elektriéne komponente. Oni pretvaraju koncen-
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traciju hemijske supstance u elektriéni signal i koriste se za analitiku.
Kao bioloska komponenta se mogi Koristiti enzimi, monokionska anti-
tela, nukleinske kiseline i lipicli.

Enzimska logicka kola predstavijaju kombinaciju razliéitih biosen-
zora (enzimskih reakcija) koji mere nekoliko ufaznih parametara i na
osnhovu njik daju odgovarajuci izlazni signal. Koristedi znanja kompju-
terske fehnologije enzimskim logi¢kim kolima mogu se simulirati AND,
OR, XOR, NOR, NAND, INHIB i XNOR jogitka kola.

Za pobolj$anje osobina biokatalizatora u ciliu efikasnije primene u
bioelektrokatalizi koriste se tehnike proteinskog inZinjeringa kao sto su
racionalni dizajn i dirigovana evolucifa. Dirigovana evolucija koristi ite-
rativne korake miutiranja i selekcije, kako bi biokatalizator evoluirao u
praveu koji nam je potreban. Najsporiji stupanj u ovoj fehnologiji pred-
stavija ,skrining”, te se u novije vreme pomocu protoéne citometrije i
mikrofluidike pokusavaju razviti nove metode visoko propusnog skrinin-
ga. U literaturi opisani primeri dirigovane evolucije glukoza oksidaze,
glukoza dehidrogenaze, formaldehid dehidrogenaze, laktat dehidroge-
naz